< Condensed Handout Packet

Missionary Field Security: 1-Hour Essentials

© 1. Missionary Security Quick Checklist
Before Deployment / While on Mission:

Pre-trip risk assessment completed

Local contact network established (church, embassy, trusted nationals)
Emergency plan (evacuation routes, safe zones, communication tree)
Go-bag prepared (passport, cash, meds, SIM card, ID copies)

Devices secured (strong passwords, encryption, remote wipe enabled)
Communication plan in place (secure apps, pre-briefed donors/supporters)
Social media policy understood and followed

%o 2. Evacuation Quick Plan Template
Fill in Prior to Deployment — Keep a Copy Digitally & Printed

o Safe Meeting Location #1:

o Safe Meeting Location #2:

o Embassy/Consulate Contact:

o Trusted National Partner:

o Local Safe House Address:

o Evacuation Route A/B/C:

o Emergency Funds (Cash Access Point):
o Designated Family/Friend Contact (Home Country):

¢ Go-Bag Location:

£ 3. Phishing Red Flags — Spot the Scam
Look out for these common signs:
» Strange sender email address (misspellings, extra characters)

» Urgent language or emotional appeal (“‘URGENT! Send money now!”)
» Mismatched or suspicious URLs (hover over links)



»  Attachments from unknown or unexpected senders
» Generic greetings (“Dear friend” instead of your name)

Secure Communication Best Practices:

Always verify donation requests by calling or video chatting
Enable two-factor authentication (2FA)

Never click links from unknown sources

Use secure email platforms (ProtonMail, Tutanota)

+ 4. Data Protection Basics
Top S Tips to Keep Mission Data Secure:

Encrypt your devices — Use full-disk encryption or device PIN

Backup regularly — Use secure cloud storage or encrypted external drives

Don’t carry sensitive lists — Remove local partner names from your phone/laptop
Use password managers — Avoid reused or weak passwords

Physically protect gear — Keep laptops in sight or locked up
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5. Top 5 Missionary Security Principles (Quick Card)

Principle Actionable Reminder
Be Discreet Don’t overshare locations or plans online
Be Prepared  Have a “go plan” before trouble starts
Be Aware Monitor local news & community alerts
Be Secure Lock down your data & devices

Be Accountable Keep trusted people informed & check in regularly



