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SELF ASSESSMENT

other associations that make you easier to find.

Your Online Presence

One of the easiest ways for people (e.g., potential employers, criminals, etc.) to get information
about you is through your online presence. Anyone can research you with just a few clicks of the
mouse and a quick Internet search. It is important to know what is publicly available about
yourself, and then decide what to do about unwanted information.

Review your social media accounts and available data aggregator websites to determine what, if
any, negative or unwanted information is out there about you. Remember, your close contacts
(including family members) may have unintentionally exposed information about you. Therefore, it
is important to review what others may have posted about you, posts you have been tagged in, or

Search Engines

Use various search engines, such as Google,
DuckDuckGo, Bing, etc. to search yourself and
compare the differences and benefits of each (for
a few examples, please see the third page.)
Google appears to yield the most accurate
results and captures more relevant information
for people searches.

Prior to researching, ensure you are not logged-
in to any of the search engine sites, such as
Google or Yahoo. Be sure to delete your browser
history and clear cookies before you begin and
again when you have completed all your
research.

These next instructions are specific to the
Google search engine but can be applied to most
other search engines:

Start with basic personal information such as
First and Last Name. If you have a common
name, you may want to search First, Middle, and
Last Name; or your name associated with your
address or an associated organization.
Searching terms within
yield results that have the same terms in the
same order as the ones inside the quotes. So
AJohn Edward Smitho wi
the same results as

i Ed

GO g |e John Edward Smith
GO g Ie "John E. Smith" AND Rhode Island

GO g Ie "John E. Smith" NOT Titanic

Boolean Logic

Boolean logic defines logical relationships
between terms in a search. Boolean
search operators are
You can use these operators to create very
broad orverynarrows e ar c hes.
combines search terms so that

each search result contains all of the

terms. Also, if your search results continue
to include items that are

not relevant, use the dash (-) to exclude
certain search ter ms
-Pocahontas

850009Ieaslt‘pPO(StSnBsf’Ole,%nalorg'E; Qowgver,o
you can also use Goo
methodology which can be found here:

I httR/s:// gzg@%ﬁ(goeqIg.%orél/\r/velb%?rch/[anes ¢
v G R Smith. o

4

i A

Search engine results will give you an idea of the information that can be
qguickly collected on you. For example, during your self assessment you may

have found information about your previous work experience, hobbies (e.g.
sports,) or schools (e.g. graduation announcement,) which can be used to
conduct follow-on searches or hijack your identity.
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SELF ASSESSMENT

Image Searches

You may want to conduct an image
search on any photos you have
used as profile pictures on social
media accounts or posted to other
places online. The reason for this is
to ensure that advertisers and/or
any other company or individual
hasndét taken you
own personal use. To conduct an
image search using Google, go to
images.google.com, click the
camera 1 con, t
|l mage. 0 Sel ect
to use to start your search.

he
t

r

n
h

le

Images

Goog

Paste image URL | Upload animage E

"John Smith" site:facebook.com

Google

Search by image x
Search Google with an image instead of text. Try dragging an image here.

p Paste image URL EH Upload an image

| Search by image

Search by image x
Search Google with an image instead of text. Try dragging an image here.

Choose File | No file chosen

Social Media Sites

www.facebook.com
www.linkedin.com
Www.myspace.com
www.twitter.com
www.tumblr.com
www.classmates.com
www.instagram.com
www.vk.com
www.pinterest.com
www.flickr.com
www.meetup.com
www.youtube.com
www.snapchat.com
www.reddit.com
www.tiktok.com

Social Media Searches

Take an inventory of the social media accounts that
you currently maintain. Some examples include,
Facebook, Instagram, LinkedIn, Twitter, etc. First,
without being logged-in to any social media
accounts, conduct open-source searches on
yourself to see what is viewable to the public.

Remember, if your soci al
show up during your open-source searches that

doesndt mean your accour
I tds i mportant to check

Smartcards to help you lock down your accounts
according to your own personal preferences.

Next, login to those accounts and thoroughly
review your profile for sensitive information and
consider removing unnecessary data: Review your
profile to see what data is available to the public
(address, employment, phone number, etc.). Check
any photos that you have posted or have been
tagged in (this can be done through your Activity
Log if using Facebook). * See applicable
Smartcards to learn how to properly set privacy
settings.

If you post something on your social media account, it may show up on search

engine search results. Remember to set your privacy settings accordingly to help
avoid this.
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SELF ASSESSMENT

Common Search Engines

www.google.com
Google is a search engine that specializes in Internet-related services and products. These
include online advertising technologies, search, cloud computing, and software. The majority
of its profits are derived from AdWords, an online advertising service that places
advertisements near the list of search results.

www.bing.com
Bing is the second largest search engine in the United States. Searches conducted using Bing

(https:/iwww.bing.com/images) is considered superior by most.

www.duckduckgo.com
DuckDuckGo is a search engine that distinguishes itself from other search engines by not
profiling off of its users and by deliberately showing all users the same search results for a
given search term. It does not store or compile any of your data, to include searched data or
personal information. DuckDuckGo emphasizes getting information from the best sources
rather than the most sources, generating its search results from key crowdsourced sites such
as Wikipedia, and from partnerships with other search engines like Yandex, Yahoo!, Bing, and
Yummly.

https://searx.thegpm.org
Searx is a metasearch engine, aggregating the results of other search engines while not
storing information about its users.

https://archive.org
to all knowledge. 0 It provides free access

limited to: websites, software applications, music, videos, moving images, and millions of
public-domain books.

generally yield similar results to Google. Ho we v e r Bingdbs i mage sead

The I nternet Archive is an American digital

Relatives

Though you may have found most of your information conducting your individual search, it
might be a good idea to conduct a light search on friends and family members. Remember,
they may have posted information about you that an adversary may be able to access.

Ensure nothing posted in any of the search results implies or outright displays personal
information you dondét want discovered.

Ask immediate family members (spouse, children, etc.) to review their account settings and
postings to ensure they have not inadvertently posted personal information about you or
themselves.

Provide family and friends with copies of the Smartcards to help them with locking down their
accounts and devices.

OCT2023 EDITION
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SELF ASSESSMENT

People Finders

You can conduct an initial search on data aggregators (aka people finders) for free, but all
these sites require payment to access a full report. These sites require no special authorities;
anyone with Internet access and a credit card can purchase reports, so it is a good idea to be
familiar with the information that can be discovered through them.

If you find information in any of the reports that you do not want publicly available, contact the
organization to opt out and request that your information be removed. (Refer to the Data

Aggregator Opt-out and People Search Opt-out Smartcards for specific steps and processes)
Once youbve opted out of or suppressed any| §
up Google Alerts so that yeppéarse noti fied iff

—_ -

People Finder/Fee-Required Sites

www.ussearch.com
www.beenverified.com
www.intelius.com
www.radaris.com
www.truthfinder.com
www.findpeoplesearch.com
WwWw.privateeye.com
www.usa-people-search.com
www.spokeo.com
www.locateplus.com
www.peekyou.com
www.thatsthem.com
www.familytree.com
www.instantcheckmate.com
www.publicrecords.com
www.whitepages.com
WWW.reversegenie.com
www.social-searcher.com
www.infospace.com
www.publicrecordsnow.com
www.findoutthetruth.com
www.truepeoplesearch.com
www.checkpeople.com
www.peoplefinder.com
https://carsowners.net
https://allpeople.com
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THREATS TO IDENTITY

In Case of Identify Theft What to Lock Down

A Notify your bank & credit card companies. A Any Personal Identifiable Information
A Report ID Theft to www.FTC.gov. (PIN).
A File a Police report. A Your credit report.
A Change all passwords including on social A Your child's credit report.

media. A Your social media accounts (use the
A Let friends and family know in case the Smartcards to lock accounts down).

criminal now has access to your emails

and social media accounts.

Actions for the Physical World

A Be aware of your surroundings.

A Invest in a safe for the home.

A Shred documents, bills, and any mail.

ADoné6t give out your SSN.

A Be mindful of shoulder surfers (whether on your phone, computer, at an ATM, etc.)
A Look out for credit card skimmers at ATMs and gas pumps.
A Use a locked mailbox.

A Check financial statements frequently.

A Read medical statements.

A Use credit cards instead of debit cards.

A Sign the back of credit and debit cards.

Actions for the Cyber Domain

AUse Two Factor Authentication whenever i

A Update your devices' virus protection and your passwords.

A Clear cookies and browser history frequently.

A Update, Update, Update!!! Make sure to allow your device to update to ensure you have
the most up-to-date security features.

A Make sure you backup all your devices.

A Encrypt your emails.

A Never save credit or debit card information to devices, apps, or accounts for quick and
easy checkout.

A Verify the source of your emails and check the links. Legitimate business emails will not
ask for your PII, password, or account number.

A Don't accept friend requests from strangers.

AStart using a VPN if you areno6t already

t

u

Note: Be sure to check out https://haveibeenpwned.com. Use your own email
address to see if your personal data has been compromised in any data breach. Not

all data breaches are included on this website, but it is a great start to managing
your identity.

n
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THREATS TO IDENTITY

A When buying a new car, don't leave the paperwork in the glove compartment or elsewhere
in the car. Criminals who break into cars can use that information to steal your identity, not
just your car.

A Consider posting travel (vacation) photos and information after you return from your trip so
that criminals don't know you are away and your house is empty.

A If you are buying or selling something online and it seems too good to be true, chances are
it is. A simple Google search might end up saving you a lot of time and hard-earned money.

A Consider turning off your wifi as soon as you get into your car to leave your house.

A Consider how many people have access to public wifi, then consider only using privately
secured wifi.

A Consider an open-phone policy with your children so you can access their phone any time
and without notice. Remember if you are Aff
battle, itdéds important to check on their |a

IR
o =
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A It's always great to donate but consider verifying the authenticity of a charity and/or website
first. Perhaps visiting an official website or calling the official number.

A Gamers: Consider who you are communicating and sharing information with and perhaps
limit online gaming interactions to only people you have met face-to-face.

A Consider logging off your email and social media accounts when you are not using them,
especially on your computer. Doing so will limit the access if an intruder gets access to your
computer, either through physical access or by hacking in.

Useful Resources and Links

https://www.identityforce.com/blog
https://www.commonsensemedia.org/privacy-and-internet-safety
https://www.ftc.gov/
https://identity.utexas.edu/
https://www.getsafeonline.org/
https://staysafeonline.org/
https://www.idtheftcenter.org/
https://www.irs.gov/
https://www.usa.gov/identity-theft
https://www.consumer.gov
https://www.transunion.com

»
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DATING SITES & APPS

DB HEIEIiE

A Do protect your information and set limits on AD o n @seé dating app sites on public wifi.
what and when you provide information to Always make sure you are connected
people you meet on dating sites. through a secure internet connection.
A Do provide your own transportation when AD o _n $ync social media accounts with dating
meeting someone for the first time. accounts.
A Do use more popular dating apps and stay AD o n@sé photos associated with other
away from less popular sites, which may online or social media accounts.
have less security in place. AD o _n dive out personal information to include
A Do list your age but not your full date of birth. phone numbers or addresses.

Signs of a Scam
A Professes love quickly or claims to be overseas for business/military service.

A Asks for money or sends links to follow off the dating site.

A Claims to need money for emergencies, hospital bills, or travel to visit.

Tips and Tricks

A Be anonymous: Do not include your last name or any other identifying information in your profile.
During initial communications, do not provide any PII such as phone number, email address,
home address, place of birth, etc.

A Use a unique email address and username not associated with other accounts.

A Keep your financial information private.

A Do not meet at your house or place of work.

A Choose a first date location that is public.

A Do not provide specific personal questions while chatting, save that for the date. This will help to
prevent giving away too much information, too early.

A Online dating scams are known to run for months at a time. Always be on the lookout for
unusual conversations and behavior, such as requesting you to follow unknown links or send
money.

SAJdVOLdVINS WOOOSSI

Be aware of fake accounts and bots on dating apps. If a profile looks incomplete or

too good to be true, it probably is.

\l
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DATING SITES & APPS (BUMBL

Once you ope
person icon
your ACuUrren
enabl e Al nco
you can sel e
access your
per mi ssi ons

n

t
g
C
fi

Y

(0]

Your Profile

ABumbl e, 0 navig
Once her e, at th
Location, o it i
nito Modeodo which
t your ALogi n Me

Privacy
Under A

Settings
Compl et e

ate to the
e top right
S not r
dJonaxnr b
thods; 0 it

0O where it
my

recommended that you put anything too personal, as everyone will be able to see it.

profile,

S

[@ZN7)]

bot

S

ecommen
tA Seelclua w

17:03

My pay plan Safety & Wellbeing

Spotlight
from $1.67

SuperSwipe
from $1.33

Premium
Unlock all of our features to be in complete
control of your experience

Upgrade from $19.99

Cancel Settings Done

Temporarily hide your profile from all modes. If
you do this, you won't lose any connections or

chats.

Enable Incognito mode so no one sees you
unless you want them to. Only people you swipe

right on will be able to view your profile.

We'll use Spotlight automatically to boost your
profile when most people will see it

Incognito mode

Auto-Spotlight

Location

| Current location |

< Security & Privacy

Manage your safe and secure ways to
log in.

Login methods

Face ID

Enable Face ID to log in faster

Privacy settings

Privacy settings

Change your location to connect with people in

<

Privacy settings

Along with our partners we use trackers for the
reasons below to store and retrieve info from your

device.

Strictly necessary permissions

Protect your account and never lose
access by adding more login methods

Current login method

Phone number

Other login methods

€ Add Facebook

& AddAppleID

What you get: Premium other locations.
Unlimited likes ©
Video autoplay settings
Beeline C
Advanced filters © Notification settings
] - U]
a|lT = @ 9 ; :
Security & Privacy
X Login methods <

See who you vibe with before matching.

View strictly necessary
permissions

These trackers are needed for the app to function
s0 they can't be switched off. They provide
essential services like letting you log in with
Facebook

Add an opening question

My bio

Write a fun and punchy intro

Connected accounts

Show off your music and your latest Instas

O

Connecting your Instagram will add your latest

Connect Your Instagram

posts to your profile. Your username won't be

visible.

O

Connect your Spotify account to add your top

@ Connect my Spotify

artists to your profile. Your top artists will be

selected based on your streams on Spotify.

My basics

ﬁ Work Add
™r Education Add
* Gender Add
° Location Add
n Hometown Add
& Ethnicity Add
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DATING SITES & APPS (HINGE)

Your Profile
When on Hinge, go to fAEdit Profile. o Her
that people can see. 1t is recommended t

either change your location to somewhere nearby, instead of where you are actually

| ocated as Hinge doesnodot allow you to hi
you use caution when putting where you work, what your job title is and where you're
attending school. You should also go through and decide which of your information you
want to be visible or hidden.

Cancel Done
Cancel Done
_ ) # Boost
HingeX Subscriber Edit
Edit
@ Name N
Gender
4 Work N
Get to know HingeX
A X Pronouns >
Here's what comes with your Job Title N
subscription.
Sexuality N
School N
Check it out Age >
Education Level N
Height >
Religious Beliefs N
Location
z " >
Edit Profile 124 Hometown ,
Ethnicity »
5 g
Dating Preferences s Politics N
Children
b
Settings @ Languages Spoken @ N
Family Plans N
Dating Intentions
Covid Vaccine N >

Settin gs Settings x cancel  Privacy Preferences  Done
Under #ASettings, o [t is
recommended that [y|Oplheyef,o N Ot N
connect your AApplle, 06 AFacebook,|o
or fAlnstagram. 0 Unj|deespsenvfp Pr i vacy >
N q . Allow All Servic
Preferences, o6 it |ils recommended . |:|
that you turn of f| |&bregw@N| | Ser|vi
to only enable necessary services.
It is recommended that you read Download My Data ’
t h e ﬁ S a f e D a t | n g T | p S. O Strictly Necessary Permissions >
Settings X
Safe Dating Tips >
Member Principles >
A Personalize Marketing Services
pple N
Facebook Log Out
Instagram Delete Account

SAdVOLdVINS WOOOSSH
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DATING SITES & APPST(NDER

Settings
Once you open ATinder, 0 go to the fAPerson |l cono
screen where you can access your fiSettings, 0 fEG(d
down to where it says #fAAccount Settings. o Here Y
Accounts, o0 and fAEmail .o It is not recommended t (
wi || al so be able to change your location, it i5
have ATinder Plus, 0 you can change fAWho can see
to turn off AShow me on Tindero which wont del et
@ tinder v Settings Done Settings Done
* $ CONTROL WHO SEES YOU
Get Super Likes Get Boosts
ACCOUNT SETTINGS Standard
Only be shown to certain types of people for individual V/
Phone Number recommendations
% Connected Accounts
- ) Only People I've Liked
Email Only people I've right swiped will see me
+ + +
14 %
Super Like My Boosts My Tinder Platinum ¢ Back Connected Accounts
Show me on Tinder O
@ tinder SIGN IN QUICKER BY LINKING YOUR ACCOUNT
While turned off, you will not be shown in the card stack
You've leveled up! All your Likes are Sign in with Apple People you have already liked may still see your profile
now prioritized. You can also add a and match with you. You can still see and chat with your
message before matching with each Sign in with Facebook matches.
Super Like.
- DISCOVERY CONNECTIONS
Location My Current Location Block Contacts
- :
‘ =Q * " ‘ Select people from your contact list that you don't want
to see or be seen by on Tinder.
Your Profile Ediit Info Done Edit Info Done
5 . . Edit Preview i Edit Preview
Under AEdit Profill i
. . =% Smoking Empty
your basic information. Everyone INSTAGRAM PHOTOS +3%
on Tinder will be able to see this, Cannabis Empty © -
. ) (0] | | CONNECT
SO It 1 S recommendqd bi Ul
. ietary Preference Empty
anything too personal. If you have SPOTIFY ANTHEM
AiTinder Plus, 0 yoy @ socalMeds Emety - [0 o
0 f ﬁ D on 6 t . S h ow My i~. Sleeping Habits Empty t
Show My Distance.|d TOP SPOTIFY ARTISTS +3%
JOB TITLE +3% o -
Safety )
GENDER
Under the ASafety,|&FoMmy  wi | | bring]|you
to articles and extra tips on how to ASC
be safe during online dating. There SLR L L)
are also resources and phone SCHOOL +3%
numbers to sexual assault, planned
parenthood, domestic violence etc. CONTROL YOUR PROFILE @I
LIVING IN +3% ‘ ow My /
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DISCORD

ADo use caution when posting images and
videos of you or your family. Be aware of
your surroundings, to include identifiable
locations and any other personal security
vulnerabilities.

ADo remember there are privacy concerns
when using your name and birthdate when
registering for free services, such as apps
and social media.

turn on Two-Factor Authentication to help
keep your account secure.

ADo change your password periodically and

AD o n @ost anything in Discord that you
woul dndét want seen
may be a private server, but conversations
and photos/videos can be captured by
screenshot or recorded and leaked.

AD o _n éstablish connections with people or
Servers you do not know or trust. Understand
that people are not always who they say they
are online.

AD o _n frget to remind family members to
take similar precautions with their accounts.
Their privacy and share settings can expose
your personal data.

by

My Account

DISPLAY NAME

USERNAME

EMAIL

PHONE NUMBER

Password and Authentication

Change Password

My Account

At the bottom left of Discord, click on the
ACog, 0O to access AMy A
Account, 0 you can see
and edit it as necessary. You should make

sure that Two-Factor Authentication is

enabled. If you decide you no longer have a
need for a Discord account, you can either
Disable or Delete the account.

If you select the green icon underneath your
Profile Picture, it will bring up the option to set

your status.

USER SETTINGS
My Account
Profiles

Privacy & Safety
Family Center
Authorized Apps
Devices
Connections

Friend Requests

Discord is a free voice, video, and text chat app that's used by tens of millions of
people ages 13+ to talk and hang out with their communities and friends. The vast
majority of servers are private, invite-only spaces for groups of friends and
communities to stay in touch and spend time together.
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DISCORD

Privacy & Safety

Under fAPrivacy & Safetyo you can adjusts th
and if you want your fADirect MessagesoO sent
AFi |l ter direct -frreisesmdyseds dtr otmth en omi ni mu m.

USER SETTINGS Frivecy f Safety

My Account Explicit image filter

Profiles O e

Filter direct messages from non-friends
priva Cy & Safety Direct messages from non-friends will be filtered for explicit images.
Family Center
. DM spam filter
Authorized Apps g
Devices QO Filterall direct
H Filter direct messages from non-friends
CO nn ECtI ons Dl(:ct mess:ges (romgnon—friends will be filtered for spam.
Friend Requests o sdbinilies
Privacy & Safety

Under AServer Privacy Defaults, o there are
member so and AAllrewtacceses sera@se sreaomAS&Snod
join servers you dondét trust, however here
Direct Message you I't is also recommend yo
server members you may not knowo turned off
Under AHow we use your Data, o0 it i s recomme
i sn6t gathering any data from you. I f you w
ifRequest Data, 0 which can take up to 30 day

SERVER PRIVACY DEFAULTS

Allow direct messages from server members

HOW WE USE YOUR DATA

Use data to improve Discord

This setting is applied when you join a new server. It does not apply retroactively to your existing servers

Allow access to age-restricted servers on i0OS

Use data to customize my Discord experience

hi

Allow Discord to track screen reader usage

hi

Use data fo make Discord work

Allow access to age-restricted commands from apps in Direct Messages

Request all of my Data

c< o O
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DISCORD

Family Center

Still under fAUser Setti
help kids your kids
discord will help you through the process.

ngs, O
safe by

you

monitor

can

navig

ng

who

a

USER SETTINGS Activity My Family Settings

My Account

Profiles

Stay informed about how your teen
is using Discord.

Privacy & Safety

Family Center

Authorized Apps

Devices

Connections Get Started

Activity

My Family  Settings

Friend Requests

Download the Discord app to
connect with your teens!

Family Center
After you click nGet |[S '
the right will appear on your screen. Once
you have connected with your teen, it will

., Scan the QR code with your Discord app

., Have your teen accept the connection request

show it under iConneclt
al ways reach this tab
Familyo tab. ‘
o A2
Famlly Center Activity My Family Settings
Under the ASettind . 1
ﬁ Ena b I e Fa ml I y Cent Erable Family Ce=er tab
choose to ARecei ve
email so0 which givedg
emall Of your teens aCtIVIty Now that Family Center is enabled, let’s check it out!

Receive Activity Summary emails

OCT2023 EDITION
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DISCORD

i mmedi ately. You can also choose

Devices
Under HAUser Setti ngs, oOHeleyoo eah see dl theedevicEse
that your discord is connected to. |

recognize, it is recommended that you log out of it and change your password

t o

USER SETTINGS

Devices

My Account

Profiles

CURRENT DEVICE

@ WINDOWS - DISCORD CLIENT

OTHER DEVICES

@ WINDOWS - DISCORD CLIENT
@ 10S - DISCORD 105

Privacy & Safety

Family Center

Authorized Apps
Devices
Connections

Friend Requests

LOG OUT OF ALL KNOWN DEVICES

onallle

Log Out All Known Devices

Connections

Under AUser Settings, O
that Discord recognizes and can connect to your account. However, it is
recommended that you dondét | ink

| Thheremate ¢onstothapplicatiGro

your

hnedt

A CCqu

Connections

CONNECT YOUR ACCOUNTS

Connect these accounts and unlo

OCT2023 EDITION
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DISCORD

Friend Requests

Under fAFriend Requests, 0 you can
recommended you take caution if
verify who the person sending the request is before accepting it

choo
you ¢cC

My Account Friend Requests

Profiles WHO CAN SEND YOU A FRIEND REQUEST

Privacy & Safety Everyone

Family Center

HEENETEED SRR Friends of Friends

Devices

Connections Server Members

Friend Requests

privacy settings.

Streaming
Under HAApp Settings, o0 there is an opt
and you use Discord as an integration tool to do so, it is recommended that you
keep AStreamer Moded on. Here you can

Streamer Mode

Appearance
) de for streamers.
ibility

Voice &V

Text & Im
Enable Streamer Mode

t a keybind to toggle Streamer Mode in

La nguage OPTIONS

ide P 11 i
Streamer Mode Hide Personal Information

Advanced

Hide Invite Links

Disable Sounds

Discord prioritizes safety and privacy among community members
your personal data or share it with third parties for advertising purposes.
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DISCORD

Roles

In your Discord server, there is a drop-down arrow as highlighted in red to the left. From here

you can access the AServer Settings. o Once |[fhere, y
to create specific roles for members in youfp, discor
permissions, with varying levels to it. C
overme
Roles m
Emoji
Create Role O
Server Template
ROLES -4 MEMBERS O
Enable Community 14
Server Boost Status ® O
Members
Hide Muted Channels . z
Moderation Moderation z
VERIFICATION LEVEL i i i
Under fAOverviewo inlyQur Di
server, go to the |diMo at i
— Here you are able to set the
st iverification Level,()icl“
to control the criteria a Discord user in
your server must have before they can
send messages or direct messages.
You can also set thd¢g g=gxpl i
han 10 minutes Content Filtero whl|iqht wj I |
@ Hihest delete media that contains explicit
Must have a verified phone on their Discord account. .
content. Itis recommended that you >
set these to AHiIi ghledt and
media content from 4 Imnemt
EXPLICIT MEDIA CONTENT FILTER
filter for a public Discord.
hout a m
Scan media content from all members.
Recommended option for when you want that squeaky clean shine.

=
(o))
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FACEBOOK

A Do use pictures of something other than
yourself for cover and profile photos. Cover
and profile photos are always Public.

A Do use caution when posting images and
videos of you or your family. Be aware of
your surroundings, to include identifiable
locations and any other personal security
vulnerabilities.

ADosel ect @AOnly Med or
available settings options. Ensure that family
members take similar precautions with their
accounts.

AD o _n @dd your birthdate, location, phone
number, or other personal details to your
profile. If you do add this information, make
sure its privacy togg

AD o _n link your Facebook account to any
third-party applications such as Twitter,
LinkedIn, or gaming apps.

A D o n éstablish connections with individuals

fiyeu do pohkahasv@andftrust: a | |

A D o _n distuss specific or sensitive details on
Facebookékeep di

s.c us sji

Privacy Checkup

o
«
D
=}
Py

Starting at the Home Page, select the Down Arrow in the top right corner (shown below) and
select ASettings & Privacy. o Next, select
screen that follows. This is an abbreviated version of the full privacy settings review. You could
also use this feature to complete checks on a regular basis, for instance each month, just to make

i Plr

sure you stay on top of changes. Secondly, vylo#t n
additional privacy information and access usle d e
processes.

In recent years, Facebook has continuously enhanced its privacy efforts to better protect user
data. As a result, settings change often, and new settings may be added at any time.

# oo 8- . -
¢ Settings & Privacy
n Give Feedback
Help us improve the new Facebook. ¢ Settings
£ Settings & Privacy > & Privacy Checkup
Help & Support .
© ? @  Privacy Shortcuts
( Display & Accessibility >
i=  Activity Log
l} Log Out
Privacy Checkup

We'll guide you through some settings so you can make the right choices for your account.
What topic do you want to start with?

LS. \i, =1
w - /
- ey -
Your ad preferences on
Facebook

Your data settings on
Facebook

How people can find
you on Facebook

SAIVIOLdVINS INODO

Who can see what you
share

How to keep your
account secure

=
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FACEBOOK

Starting in the AGeneral o section, go throu
AUsernameo (in your profile URL) will be Pu
add a new email address and phone number, decide what happens with your account when you
die, and direct Facebook ads to a different email address.

Settings General Account Settings
*  General ‘
Name Edit
@ Security and Login
] Username https:/fwww facebook com/ Edit m
*  Your Facebook Information
Contact Primary: Edit
s Privacy m
22 Face Recognition Ad account contact Edit
4  Profile and Tagging Memorialization Settings Decide what happens fo your account after you pass away. Edit O
& Public Posts
Identity Confirmation Confirm your identity to do things like run ads about social issues, View
2 Blocking elections or politics Q
Under fiSecurity and Login, o0 lIlook at the AWhelre olUor e
recognize each location Facebook has you logged in from. Some of these locations can be
repetitive based on different sessions, devices, or browsers. If you do not recognize a location,
you can select the three dots and choose ANolt Y 20 F
hel p ensure your account i s secur e. Next, un|der 0gi
the choice to keep yourself logged in on any device you choose. It is recommended that you NOT
enable this function, and instead choose to log in each time you open Facebook. This way your
account is secure even if you |l ose your complutjer 0or m
right of the fASave your |l ogin infod and then emt f
Where You're Logged In
EI Windows PC - Merrifield, VA, United States Z
Chrome - Active now
J Google Pixel 4 XL - Merrifield, VA, United States Q >
Fa <app - 14 hours ago
Mot You? m
v See More Log Out
/7 Save your login info — I
<~ It will only be saved on the browsers and devices you choose O
It is recommended that you enable Two-factor Authentication in order to give your account
the highest | evel of security available. CI i g k>w t h
factor authenticationodo and choose the secyri tjy met ho
security code will be sent to you for verification each time you log in. m
Two-Factor Authentication
® Use two-factor authentication =T U
¥~ On -« We'll ask for a code if we notice an attempted login from an unrecognized device or browser.
0 Authorized Logins — m
Review a list of devices where you won't have to use a login code
) App passwords v

Use special passwords to log into your apps instead of using your Facebook password or login codes.

OCT2023 EDITION 18



FACEBOOK

Next, go back to the columnonthelefthand si de and sel ect HAYolur
Sel ectfaidt®bbok Activityo and clear your hi gt
forbid Facebook f rloimndgd aadkti ingi tyyo.urSealoddt @Cl
ACl ear HistoryocuputAlono onondhied@mopsel ect i nog
Future Activitydo to |Iimit the kinds of info
Facebook Activityo in the future. Foll ow h
Off-Facebook Activity What You Can Do
Off-Facebook activity includes information that businesses and —_  Manage Your Off-Facebook
organizations share with us about your interactions with them, such as F Activity
visiting their apps or websites. Learn More View activity shared with us by the
businesses and organizations you
visit off of Facebook.
o CFear History y
Disconnect off-Facebook activity
You have no available activity to show at this time history fram your account
Access Your Information
View your information by category
What is off-Facebook activity? g“‘“‘f""D"d"d""‘f" '":”I""ﬁ“:f"
Off-Facebook activity includes information that businesses and F:,,;ﬂb::k amju yourel
organizations share with us about your interactions with them. Interactions
are things like visiting their website or logging into their app with Facebook g Manage Future Activity
Off-Facebook activity does not include customer lisis that businesses use Choose whether your off-Facebook
to show a unique group of customers relevant ads. activity is saved with your account
Now head back to your ASettingso page and s¢g
Completing this section is one of the most important aspects to keeping your information
safeguarded on Facebook. This section puts you, the user in charge of decisions about where
your data goes and who can see it. Take some time to ensure each section is set to your
preference. I't i s recommended no category beg
Facebook that you do not fully trust, it 1is
information is concerned.
It is recommended choosing fAiOonly Meo caulder evp
undermine the fAsocial o intent of Facebook.
setting for AWho can see your friends | isto
you cannot | eave AOnly Meo selected, the nek
recommended you do not allow Facebook to link other search engines to your profile.

Your Activity Who can see your future posts?

Review all your posts and things you're tagged in

Limit the audience for posts you've shared with friends of
friends or Public?

Who can see the people, Pages and lists you follow?

How People Find and
Contact You

Who can send you friend requests?

Who can see your friends list?

Who can look you up using the email address you provided?

Who can look you up using the phone number you provided?

Do you want search engines outside of Facebook to link to your
profile?

Friends

Use Activity Log

Limit Past Posts

Custom

Friends of friends

Custom

Friends

Friends

No

Edit

Edit

Edit

Edit

Edit

Edit

Edit

— o~ o~ =

Hi st c
Opti

ation F

'

VNS INODOSS

c Pri
e o A
g i d
p i bl
i tro

tec
best op

Sddvold
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FACEBOOK

Next, head

back over to the |

eft si de

NnSett
recommended that you not allow Facebook to recognize your face in videos or photos. Simply

select AEdito an-dowdimeaww from the drop
Face Recognition Settings C
This setting allows Facebook to recognize whether you're in a phote or video. For more information about how and when we
recognize you, visit the Help Center. :
Face Recognition Do you want Facebook to be able to recognize you in photos and Edit
videos? m
Now select fAProfile and Taggingo from the si|dse @)tti
be updated from APublicd to either AFriendso| qr nly
under AReviewingod so that any tag created wilth ur n
posted.
Under fiReviewing,0 you can also view your profifro
AsO next to AReview what other people see on| yo pro
public perspective, take note of anything you want to lock down or delete, such as old profile
pictures. z
Profile and Tagging
Viewing and Sharing  Who can post on your profile? Friends Edit m
Who can see what others post on your profile? Friends Edit
Allow others to share your posts to their stories? Off Edit Z
Hide comments containing certain words from your profile Off Edit >
Tagging Who can see posts you're tagged in on your profile? Friends Edit m
When you're tagged in a post, who do you want to add to the audience  Friends Edit
of the post if they can't already see it? q
Reviewing Review posts you're tagged in before the post appears on your profile? On Edit O
Review what other people see on your profile View As
Review tags people add to your posts before the tags appear on On Edit )
Facebook?
In the ALocatfiono section : :
make sure Facebook p— .
i ocation Settings
shows your location as
ﬁ Of f . 6 Y ou mu ! - 4 View Location History
your location settings to m
~ N puter. Learn More
AOffo on each
mob”e deV|CeS to ensure Location History Tumn on Location History for your mobile devices? Edit
your location data is not
shared with Facebook.

OCT2023 EDITION
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FACEBOOK

The AStoriesdo function has
become popular, so it is
important to remember to lock it
down. Luckily, Facebook has

Stories Settings

created anew feature that Sharing Options Allow others to share your public stories to their own story? Don't allow Edit
prohibits others from sharing C
your Stories. Se Allow people to share your stories if you mention them? Don't allow Edit
from the Settings menu and set
both ASharing Optionso to fiDonét m
Al l ow. 0
Now for the fAApps and Websitesodo section. For SECer pu
websites listed. If there are any apps or websites listed, it means you have allowed them to log you in
with your Facebook account or to share data between platforms. O
If you have allowed apps or websites access to your Facebook account, you can remove and delete
those accesses here. Make sure to check the AAdtI v@and
Apps and Websites O
These are apps and websites you've used Facebook to log into. They can receive information you chose to share with them. Expired and removed apps may
still have access to information that was previously shared with them, but can't receive additional non-public information. Learn More
Active 0 Expired Removed t Q z
NI RS s On the left side fASettingk?d m§ sel
e e i T >[[take you to the fAAds Prefler¢gn sec
gkl bl i mportant here is the AAd| SHt Bg s 0
_ section you can manage where Facebook allows ads
e Categories used to reach you . . .
Y b informiation; interests and other eategaries used 1o to pull information about you from. It is recommended
reachiyou that you do not allow Facebook to personalize ads for m
g Audience-based advertising 5 || youonany accqunt you may have linked to Facebook
Advertisers using your activity or information (which ideally should be jhone). JNext
& Ads shown off of Facebaok Jf[used to reach youod it is recoﬁndec
How advertisers can reach you through off-Facebook ads each section to off so that Facebook ads cannot use
your personal information to provide ads to you. In this ‘ ?
) ) same section it is also impdgr dafit t c
b Sf’f'a(”merammf intefactions alongside ads? % Categoriesodo and the AOthefr (da or i e
e have additional information that can be limited. Now, B
advertising select ARRAagdedcnackvertisingd tlo revi ew
ploaded toshow yeu o excude you fom seing ads, LAt con- advertiser that uses your information to generate ads. m
o inne) | it a bestpractice to go through each fsted advertser
e e e e who is using your information. Select the advertiser
usersis nol revealed to the advertiser during the malching process. then select the section uphddgr @/h y @
advertiserds audience?0 aphd |seTect i
Showing Ads 0 Y0U USing @ LIt escied conbe e o each section where it is permitted (shown to the left C,l
| — | highlightedinred). Fi nal | vy , S e.I ect AAdEB hdo wn
Facebookd where it is reclommended Vyc
Excluding You From Seeing Ads Using a Lt Al l owedo to prevent adverftigers fror
ety o sein . So¢ an e you while off Facebook.
| Don't Allow |

OCT2023 EDITION



FACEBOOK

Now that you have
sections, l et 6s
i nformation. From t he
your profile picture or username to take you to
your profile page.
profile page. You should go through each topic
in the AAbouto secti
privacy settings are as secure as possible.
You will see two update opportunities for each
item: fAPrivacyo and 0
information is seen by, it is recommended you
choose AOnly Meodo as
AFriendso as a second
remember to include the least amount of
information possible wherever you can. You
can leave some inputs blank but when you
need to provide information, keep it vague.

c omg
secur g [re

Nex{

0 n

i e

my

d the ASettingso

Friends Photos  Story Archive  Video More »

© Add to Story

Contact Info

=) 1 email hidden from timeline

Websites and Social Links

#' Edit Profile

Basic Info

ch a
choi

(@ Add alanguage

£
-

S
ce.

=]

Next is the AFriendsbo
the ellipsis button in the upper right corner of
the section. Select
adjust the settings in the pop-up box (see
right). It is recommended setting all three
options to AONnly Me.

fi

0

Friends

All Friends

Q Search Friend Requests

Recently Added Birthdays Following

Find Friends

The things you dALikebo
analyzed to create an accurate profile of you.
This information can be a lot more dangerous
than you might i magin
section, scroll down
able to control who sees each category by
selecting the ellipsis button to the right of each
interest (e.g., sport
Privacyo and set your
AOnly Med or AFriends
Meo is the most secur
recommended whenever possible.

14

(

q
Y

iLi

musi c) .
kes

Edit Privacy

Friends List
‘Who can see your friends list
f t "

Following
Who can see the people and pages you
follow?

Followers
Who can see your followers on your timeline?

@& Only me

& Only me

& Only me

Sel ect inEd

Privacyo i

con

it
to

Likes
g

All Likes

Movies TV Shows Artists Books Sports Teams Athletes

=

People  More »

Although you have enhanced the security of
your fLikesoO categori
the process in each section that is currently
visible on your profile. If you do not want or
need people to vi
recommended that all
order to prevent unknown users from gaining
information about you.

ew wh

e

at
tlopi

Edit Privacy of Likes

Movies
Television
Music

Books

Sports Teams
Athletes

Inspirational People

beat

ghl

<
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INSTAGRAM

ADo use caution when posting images and AD o _n @s¢ geo-location tags 8 Geo-tags
videos of you or your family. Be aware of that give your location pose a personal
your surroundings, to include identifiable security risk. Although Instagram deletes
locations and any other personal security metadata (including geo-tags) from photos
vulnerabilities. during uploading, disabling them on your
ADo remember there are privacy concerns devices is good general safety practice. C
when using your name and birthdate when AD o _n éstablish connections with people
registering for free services, such as apps you do not know. Understand that people are m
and social media. It is not necessary to use  not always who they say they are online.
your real name or birthdate when creating AD o _n frget to remind family members to U)
an account. take similar precautions with their accounts.
ADo change your password periodically and  Their privacy and share settings can expose
turn on Two-Factor Authentication to help your personal data. O
keep your account secure. O
Privacy Settings a8 . = O
It is highly recommended that you set
your AEE T Lo U g Pc?:ts Follzo?i;lers Foﬁfvﬁng §
Select the AMenuo :
at the top or the bottom of your screen. Q _settings
Select the first option, g uwe hen m
select APrivacy. oo
D Your Activity
At the top, youdll | see t z
Privacyo section, fhen tf& ORCd g s
Account o to fAONn. O f YOUl o e | < Settings >
computer, the fAiSetfingso S
located under your profile icon in the B cart m
tOp I‘Ight +8, Follow and Invite Friends
B Orders Q Notifications q
I n APrivacy Settings, o0 Yy|._ ,
settings for fiComments, of* C'°SEFE
ﬁMentionS,(\) et c. @COVlD_@Security O
& Ads
11:569 ull = =) @ Account >
< Privacy ® e
Account Privacy @ About m
ﬁ Private Account (:) U
Instagram now provides you with the ability to update your settings on either your m

mobile device or computer. It is important to note that while some settings are

available only on your smart device and a few are only available on your computer,
but security settings on mobile devices are typically more robust! Any device used
to access Instagram should be checked. * Images are of iPhone (i0S)
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INSTAGRAM

< Privacy < Hidden Words Comment Controls
Hide Offensive Content
Account Privacy h f |
Hide Comments [ @ There are many usefu
@ Private Account [ @) features under the
Comments that may be offensive will be hidden so you and ~ . .
| vour followers won't see them, n P r I V a C y 0 t a. t . S t
nteractions . N
Hide More Comments ﬁ_“dden Word.s, Y t h eln
Hide more comments that may be offensive. Learn More adJUSt the Settlngs under
’ fHide Offensive
@ Limits Off Hide Message Requests Comments. 0O
|
these messages. E S p e C I a I I y f c r I
@ Posts A teends I nstadr|a
Manage Custom Word List ™
@ Mentions Everyone Create a list of words, phrases and emojis you don't want to a_ccounts' .yOU may want to
see in comments or message requests. Learn More f||ter the k|nds Of feed back
Add to List > allowed on their posts.
Guides — Here, you can block _
comments from certain
e || people and filter out
_ iv
offensive comments
@ Messages Hide Message Requests . . .ge
including specific words
ou designate yourself.
( Comment Controls y 9 y
Controls
Block Comments From 0 People >
Any new comments from people you block won't be visible
to anyone but them.

Sharing and Activity Status
< Activity Status

You wi ||l al so see fAlc . i S
. Show Activity Status
function allows users to see when you are ‘
active on Instagram. If you do not want
users to know when you are active you can

;. Learn More

select AActivity St aftlkow——wro——oggr———T—i0Off |0
Sharing

I n AStory, 6 identify] the

AShari ng, O_ towar d t hle b o Allow Sharing as Message

Here you will be abl]e t O tetyourfolowers share photos and videos from your D W

Sharing as Messageo |[func SRR iR

allows others to share stories that you have
posted. It is also recommended that you
t ake a second t o enslur e Share Your Story to Facebook

re photos and videos from your st

Story to Facebooko flunct [

SAJdVOLIVINS WNOOOSSIE

87% of Instagram users are from outside of the US. Therefore, it is extremely

important to vet your followers before you trust them with your profile.
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INSTAGRAM

<

Likes and Views

Posts

No One

Tag ging Hide Like and View Counts
Next, you want to make sure you are in full control of
pictures of you thatareonline-f or t hi s, r ey
menu. From the APrPosta ©oy & omfe
security, identify AAI Il ow [r|~evmefon
which will allow no one to tag you in their photos. Eoaiini
Alternatively, choose fAPeof
ATagged Posts, 0 ensure t hatl |reoplvouFolow °|
settoAOn, 06 or select this opt

Tagged Posts

Manually Approve Tags

Additional Privacy Setting Considerations

The remaining items under the APrivacyo t
accounts as you see fit.
Once you have adjusted the fAPrivacyo sett

check them on your computer application. Ensure your preferences have been updated and
any unique settings reviewed and set accordingly.

a

Edit Profile
Account Privacy

Change Password
v Private Account

Apps and Websites

Email and SMS
Activity Status

Push Notifications

Show Activity Status

Manage Contacts

Privacy and Security

Login Activity Story Sharing

Emails from Instagram Allow Sharing

Switch to Professional
Account

o

~ B

NODG@SSN
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INSTAGRAM

13:647 Sk Security Settings
< Security . " . R
With your APrivacyo secur
Login Security to address is ASecuritydo
o passwora Saved Login Information C
O Login Activity
Back under ASettings, o0 selec Se
{} saved Login Info the APrivacyo section you]|jjlugt, co
— iSaved Login Info, o0 then nsgj) t
|Ef’ Two-Factor Authentication AOff.o This way, idévicesthemeilb fh e teal
_ not also have instant access to your Instagram account.
B Emails From Instagram
Data and History O
dh Access Data < Saved Login Info
d Download Data Saved LoQin Info O
- We'll remember the login info for ash.nic.lon, so you won't
Ch Apps and Websites Comee e z
Q Clear Search History
Two-Factor Authentication m
iNext, under ASefacitoy, dusbkbattcATwon. o It € Ccol
choose this function in order to better protect your account. On the following screen, select _EH
fnGet Started, 0 then choose your preferred aTt nt
< Settings >
Adding Accounts © seeurty
B pPayments
There is a function | ocatled |&=~ Js" chl d
A ¢ ¢ o uwhdre you can add unlimited additional @© sceoun
accounts to your mobile device. For instance, a ® rer
parent would be able to add®mm hccoupt o t
as a way of monitoring activity. Depending on the
settings of the account, you may be able to access FACEBOOK @@EEce
the added account without entering a password.

Logins

SAdVIL

The dangers of the AAdd Accounto feature

inclined to consider security. Only al/l
Account . 0 You should not try to access Yy
device, and always remember to log out, especially when using a different device.

OCT2023 EDITION 26
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INSTAGRAM

Access to Photos/Location

There is an option in the settings tab to deny Instagram having persistent access to all your
photos. It is recommended you only allow Instagram access to the photos/videos on your
device(s) at the time you want to upload them. It is also recommended that you turn your
ALocationo settings to ANever. o |f not , it
AAll ow Trackingo should also be turned off,
and websites. (Android automatically defaults to turned off.)

< Settings Instagram < Instagram Location < Instagram Location

ALLOW LOCATION ACCESS

Never

Location Neve! Never >

# Photos Selected Photos

Ask Next Time Or When | Share v

Ask Next Time Or When | Share . .
While Using the App

&%) Local Network While Using the App Y TG T R T T

d help
hange this

Microphone

Precise Location

O
O ows 18 1O L L
n Siri & Search : e o

K& Camera

0 Notifications

@ Background App Refresh Google Photos

m Cellular Data O

| Allow Tracking I

If you don't want your Instagram photos or videos to
appear on Google, It is recommended you revoke access
to third-party apps and websites and set your account to
private. It may take time for these sites and Google to re-
index and remove the images, even if you delete your

account. You can also contact the app that's displaying
12:09 ailLE - your photos on Google to expedite the process.
< Settings
12:10 all LTE @)
Q Search
< Security

o . .
+8, Follow and Invite Friends Login Security

[ Notifications f Password
12:10 il LTE @ )
. Login Activity
Privac © .
5 Y < Apps and Websites
9 Saved Login Info
@ Security Active U
E\}J Two-Factor Authentication
é." Ads Expired o>
B4 Emails From Instagram
@ A nt Removed o >
ccou Data and History
@ Help dh Access Data
¥ Download Dat
@ About ¥ Download Data

If your account is secured according to
the recommendations in this card, it will
Q Clear Search History show zero apps and websites registered.

LB Apps and Websites

n un
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INSTAGRAM

Contact Syncing < R —
Back in the ASettingso mel| comectcontacts |
AContacts Syncing.o It ils -
deny Instagram permission to upload your contacts : ich contacts to follow. Disconr
by turning AOffo the @AColn ' o t

Additional Account Setting Considerations

Anot her option in the AAccountso tab i s t hle ar i
feature. Here you want to make sure you have not linked any of your social media accounts

to I nstagram. You can also use the fiAccounjtl]s nt e
setting.

AfPayment so feature allows you to add a pay|me me t

purchases made in the application. It is not advisable to store credit card or any other
payment information on your account.

( n .
‘ t )

< Settings 4 Sharing to Other Apps z
Q Search

Il Facebook
+9Q  Follow and Invite Friends (D
Q Notifications W Twitter z
E] Privacy

t Tumblr
@ Security
@ Ads @ FRMIE ;U
@ Account q

£ Ameba
o O
@ About @ =y« :
FACEBOOK 6@O@ PO

N VKontakte
Accounts Center
Control settings for connected experiences across Instagram,
the Facebook app and Messenger, including story and post o
sharing and logging in. x OK.rU

Instagram allows you to have more than one account loaded at a time. Talk to your

kids about sharing their usernames and passwords with their friends.
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INSTAGRAM

‘]Mtug'm Discoverability

Instagram (personal computer/web-based version) has a feature

mo o
o T

- - that allows it to push your prof,ile t
Edit Profile to follow.o It is recommended ylolu s
the AProfiled icon, t hen sel ect| |t i

Change Password scroll to the bottom of the page. *This feature can only be locked

down on your computer application.*

Apps and Websites
Email and SMS L

Similar Account Fecommending Slar accounts
Push Notifications Suggestions people might want to follow. [7]

Manage Contacts m Temporarily disable my account

Privacy and Security

Login Activity

Emails from Instagram

Switch to Professional
Account

Report, Mute, or Unfollow

Instagram allows you to report or remove
from your feed any offensive post you
come across.

Simply select the menu button at the top
right corner of the post and select from the
drop-down menu which option best Report
applies to that post. You have options to
ifReporto the offensijve
account that posted it for a select period of
ti me, or AUnfoll owo [t he
it. When you report a post, Instagram will Share to...
ask you for more information as to why
you are reporting it, and then offer
suggestions to improve your Instagram
experience.

Not Interested

Copy Link

SAJdVOLdVINS WOOOSSH

S I mpersonat.i

Il nstagram. com/ |,
finally sel
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INSTAGRAM

Removing Profile from Tagged Content

Removing unwanted tagged photos/posts is important.
you are on the right track to controlling your online image. Understand that even if your profile
is private, if you tag or comment on a post from a profile that is public, your tag or comment
will be viewable to all.

BH POsSTS =) IGTV [-] SAVED I [2) TAGGED I

Photos and Videos of You

W &

= Rz Remove Me From Post

@ About this account
Hide From My Profile

[g] Post options

@ Report Learn More
To remove your profile from a tagged post | [g ac
ATaggedo i con. Next, select the ptagydurseifram. ar|e gg
Find and select the menu at the bottom of the post (shown to the left of the page by a red
box,) then select PostOpt i ons. 06 Next, you can fARemove| Me om

the link highlighted here in red.
*This may not be available on all devices or the web-based version.*

SAIVIOLIdVINS WODOOSSN

If you still need help or have questions, you can always contact Instagram by:

https://help.instagram.com/
contact/272476913194545?helpref=faq_content
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INSTAGRAM

Open Source Tracking

A significant reason for locking down your Instagr am Account i s due t
Foll ower . 0 The f ol | depoorterihat usas open soyre camerasyo Dr
track/find when and where you took an Instagram photo. The process he uses to do this is to
first find open source cameras that are available to the general public, and record them with a
software for a designated period of time. He then chooses locations on Instagram, like
Wrigley field, that people have posted to Instagram. He then uses Al software to compare the
Instagram photos with the recorded footage to see when and where you were there.

AELD
OJECT BY @D_RIESDEF’OORTER

‘M(OC

g\’q,‘.
"'}Ugs PR{ -3 -~
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LINKEDIN

ADo review your connections often to ensure AD 0 n @sé an email account which is
they are current and that you are not associated with your personal banking,
providing your information to individuals who finances, or important accounts. Consider
do not need it. creating an email account specifically for
ADo consider your profile picture. Itis Linkedin. (
recommended that you dress in business AD o _n éstiablish connections with people
attire and not in uniform. However, posting a you do not know or trust. Not everyone is (D
profile picture is optional. who they say they are.
ADo ensure family members take similar AD o _n lank to/from or register/log in to your U)
precautions with their accounts. Their privacy LinkedIn account using third party sites (e.g.,
and share settings can also expose your Facebook, Twitter, etc.). Third party sites
personal data (i f vy o undayaggregaiemandenisuse ybur petisonalh e
site). information and data.
Se ] Q : :
‘ Ba -— -!'- 2
Home ky Metwork lobs Messaging Motifications ke ™
Your Name Account preferences Settings & Privacy z
’a‘nalet at Profile information
~ MostRecentCompany Display It is recommended that you
( View Profile :. Site preferences routmely_ review V|S|b_Ie personal
Syncing options information in your LinkedIn
Account Subscriptions & payments profile(s) to ensure your privacy.
Partners & services
Settings & Privacy Account management To adjust settin|gsg Ze I
Help o _ the top right corner of the
Sign In & securlty website. Select [Aiget n
Language iy Privacyo > fAAccolurt
Preferences. 0 Un|d¢g r
Manage Communications Il nformationo > @A|Ndnfe™ |
Posts & Activity and industry.o —I
. N Data privacy
Job Posting Account TIP: Itis best practice to not
Sign Out Advertising data include any previous names or
maiden names on your current
Profile information profile. >
Name, location, and industry Change
Choose how your name and profile fields appear to other members
Personal demographic information Change
Choose what details you provide about your personal demographics U

LinkedIn is a social network and online platform intended to allow users to find
business or career opportunities and connect with others. There is no guarantee that

your personal data may not be accessed, disclosed, altered, or destroyed in the
event of a breach of Linkedlnds physical
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LINKEDIN

Site preferences

Manage your LinkedIn experience

Site Preferences

=]
(@]
(¢
(7]
(@]

qdc nYe
q, I i
il n bac

Change ~ .
IS-:aT:gliillfegzae\car:,CJ use on LinkedIn L'J“g"" U n d er n S I t € P re f er e
also viewedo
Content language Change
Select a language for translation )
It i s best to keep
Autoplayvideos “ 1| unless you are actively searching for a
job using LinkedIn, in which case, you
Showing profile photos Change can tem porar i y s el
Choose to show or hide profile photos of other members Everyone
Feed preferences crenae Once youbre finishe
Customize your feed Mo .
to change this sett
People also viewed Change
Choose if this feature appears on your profile A
People you unfollowed Change
See who you have unfollowed or muted and resume following if you'd like
. . ncin ion
Syncing options Sy g Opt olnE
Use information you have to make networking easier
sync calendar e || UNder nSyQC|ng opti
Manage or sync calendar to get timely updates about whi you'll be meeting C a I e n d a r . O R e m O V e a
with . . .
or contact information if any are currently
Sync contacts 7 @enoe | gynced. Linking calendars or contacts
;J;r;zgu:;;:lin( contacts to connect with people you know directly from your Could |nadvertent|y reveal PI I )
Subscriptions & payments
Keep track of purchases and subscription status
Upgrade for Free Change
Unlock the power of LinkedIn
View purchase history Change
See your previous purchases and transactions on Linkedin
: Partners & Services
Partners & services
Services you've connected your Linkedln account
_ Under A P sentceseenssire You
Microsoft Change

View Microsoft accounts you've connected to your LinkedIn account

Twitter

Manage your Twitter info on your LinkedIn account

Account management

Control your Linkedln account

Merge accounts
Transfer connections from a duplicate account. then clase it

Hibernate account

Temporarily deactivate your account

Close account

Learn about your options, and close your account if you wish

0 connected accounts

Change

Mot connected

Change

Change

Change

do not have any connected accounts.

Account Management

Under fAccount
recommended you do not transfer
connections from other accounts.

mana

o
@,
T2
)
<
>
A
_|
®
>
gemtc‘)
W,
)
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LINKEDIN

Account access
Settings to help you keep your account secure ACCO unt ACC ess
Email addresses Change - . - .
Add or remove email addresses on your account 1 email address S e I ecC t n Me (0] > n S e t t I N g
. security. o Review emaill
Ph b ange . . .
o T o eseevou v ot i e | | @SSOCIAted with your account. One of the first
things a hacker will do, aside from changing a
E}’hDaDI:Eg:L?:fz‘::;:dDTd to protect your account Cha"ge password, iS Change the aSSOCiated email
: address preventing the user from regaining
Where you're signedin o me=flaccess. Review fiWhere |y
S ensure there are no fraudulent active sessions.
Devices that remember your password Change Acti v atsde erT werificati ¢n
Review and control the devices that remember your password O devices SeCUfIty.
Two-step verification Change
Activate this feature for enhanced account security
Visibility of your profile & network
Make your profile and cantact info cnly visible to those you chaose
Visibility of your Profile & orotle viewing options
Choose whether you're visible or viewing in private mode Private mode
Network |
Edit your public profile Change
- . o . Choose how your profile appears to non-logged in members via sgarch i . )
Select fiMed > ASettings Privacyo > AVisibility.
Under f@Profile viewing qpt :_#:Tflﬂgjfifjjjf'tjf{'jfj .s..reco mm &"f Ii e
to select ®M®PriUnatte mdede t pecepy bl joc
profil eod, it is recommendedsint 0O turn public vi Sude 1D
offUnder fAiWho can see or |[downlroadyouwr email
address, 0 select fAonly Vi &dalRedyoiastndne0 mMe o f or t heewtig
security and do not allow connections to download Crocse how you want your name to sppesr
ema'l addl’eSSGS |n the'r data. eXDOI‘t It IS not Representing your organization and interests Change
recommended to all ow vi gil b ““”“t’“?“: TTETTTRTREPr esent ion
your organization and i n erest n?m nder fAProfil
. . . . . rofile discoyery and visibility off Lin| Change
visibility off Linkedln, ms,.ew[r?e@(;.zfrpmnp,omo‘mUnder AP| o
di scovery wusing email adg ““"Sd“and AProfile
di scovery wusing phone n hbef@decoengsngepaaddesi s 1 e c 0omme n de fl
~ < Choose who can discoygr rofile if ghey haveryt conn c;\ \1/L but 2nd degree
to select ANobody. o Howd\Jyer «fi2nd de ee
connectionso may be sel ea;mfgdgmwvlysingpLonenugbersearch| ng .0
employment. Choose who candicoveryour profle f hey haverst conneted withyou. bt 2nd degree
Blocking Change
See your list and make changes if you'd like
Visibility of your LinkedIn activity
Make sure your network only sees the activity you choose to show - - ap s .
Visibility of your LinkedIn
Manage active status Change H
Choose who can see when you are on Linkedin ACt I V I ty
Share profile updates with your network Change Under i Mana ge active
Choose if your network is notified when you make key updates to your profile es recommen d e d t 0 c h 00S 4
Notify connections when you're in the news Change 9 nlyo . since they a I: e .
Choose if your network is notified when you've been mentioned in an article or e n Me n t I ons or T a g S y (0] |
700 post choose fAiNo. o0 Under #fFk
Mentions or Tags Change n YO ur C O_H n ect -I o metworkt ¢
Choose whether other members can mention or tag you e IndIVIdua|S from V|eW|ng pub|IC UpdateS
Followers Change
Choose who can follow you and see your public updates Connections
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LINKEDIN

Manage which third-party job applicant accounts are stored on Linkedin

Other applications

Under AOther Applicat
APermitted servicesbo
preferences. In these sections, you 6l |

verify services have not been granted access
to your LinkedIn profile or network data and
that Microsoft Word does not have access to
work experience descriptions.

Who can reach you Who can reach you
Manage who you'd like to get communications from
Select fAiMed > fASettinfg !miaonstocome T
AfCommunications. 0 -
Invitations from your network Change
~ g q Choose what invitations you'd like to receive from your networl on
Under Alnvitations to e Sl ) : (
people who know your email address or Messages Change
appear in your 61 MP O I |t] Alowselect people o message you il
Even though it is not recommended to import -
) .. . Research invites Change
a contact list, this is the most secure option. Choose if you want to get invites rom LinkedIn to partidipate in research
Under fAMessages, 0 selleler—myeso—To—Tmoavrr— U)
message request notifications and control
incoming messages. O
How LinkedIn uses your data How LinkedIn uses your data
Manage how your data is used and download it anytime
:vianagke)‘fourdataandactlivlity L , | (hangel S e I ect ﬁ Me (‘) > ﬁ S ett | n g s é Q vac
Review the data that you've provided, and make changes if you'd like . N - '
privacy. o0 Under #AManage]| yo dat
Getacopyofyourdata | chanae you can review all changes made to your account
See your options for accessing a copy of your account data, connections, and . o _o._.q o . .
since joining LinkedIn. It is a good idea to check
Salary data on Linkedin Change this periodically to ensure unsoh_cned changes
Se@ and lete your slry data have not been introduced. der
Search history Change L|nI§edIn,o it is not regqd ded
Clear all previous searches performed on Linkedin data. It is also not recommended to provide
Personal demographic information Change iPer sona I d e mo g ra p h I C I L ﬂ 0 ti1 o
Choose what details you provide about your personal demographics enabl e ASoci al , economi f, a W O |
Social, economic, and workplace research Change research, 0 t his option all oWw g Il hked]l
:Cwazcoesr;g:;;rwc»:‘-s can make some of your data available for poliey and e your data with third_party partners. Z
Job seeking preferences j
Privacy controls for job seeking activity on Linkedin
Job application settings Change
Choose what information Linkedin saves when you submit a job application. .
Job seeking preferences ;U
Sharing your profile when you click Apply Change
Choose if you want to share your full profile with the job poster when you're e L
e e e Under fAJob application pé¢ttipgs,
Commute preferences Change recommended to upload a resume to LinkedIn. It
Set commute times and get job recommendations based on your preferences | s b es t t o) a p p I y d | rec t v H a t h
Signal your interest to recruiters at companies you've Change we b S | te. o Ulmd eer ﬁ ﬁ r e f erenegefs, d 0}
e O e o 3 enter a complete address.
his will be applied for companies that you've created job alerts for
Stored job applicant accounts Change
0 stored accounts

_ | Other applications
| D Cw:rgha;:\- asg:ia:ed Frov@s g v ve@ dW

k I'»grmitteq se,wfilces crosoft
W’\asenmet you've iih(@ed and manage data sharing

Wor do

Change

0 connected apps

sddVv

Microsoft Word

Choose whether work experience from your profile can be shown in Resume
Assistant within Microsoft Word

Change

Ves
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LINKEDIN

Advertising preferences

Choose how your data is used to show you more relevant ads

Change

Advertising
preferences

Choose if your actions on ads can be used to understand and report aggregate
ad performance

Profile data for personalizing ads Sel ect fi Me O > ispttings &
Choose how ads appear to you te > ﬁ A d vert | s | n g D 1w 0
Interest categories Change " . S
See more relevant ads, such as job ads, based on your and similar members Under n P ro f | l € d at a r
activities on Linkedln and Bing p er sona | | Z | n g a d 5 b a d ﬁ |
categories, o0 sel &Pk fiJNo o
: LinkedIn from accessing profile
Data collected on LinkedIn e |'g b .
Choose what type of data you would like LinkedIn to use to show you more relevant ads !n Ormar:lon to persona Iz ads or
job postings.
Connections Change
Choose whether your connections can be used to show you relevant ads e
Data collected on
Location Change B n
Choose whether your location can be used to show you relevant ads No LI n ked |n
Demographics @ lfunder AData coll gkt on
Choose whether your age or gender can be used to show you relevant ads
each subcategory collects data to
Companies you follow Change personalize ads.
Choose whether the companies you follow can be used to show you relevant to
ads It i s recommendedf]t sel e
o each subcategory to deny LinkedIn
Groups " || the ability to use your personal
C| whet t y t . t Mo
Choose whether the groups you've joined can be used to show you relevant ads g g
information. (f)
Education Change ~ . . Z
Choose whether your education can be used to show you relevant ads U n d er n E d ucati on o (0] b
information, 0 and| A pl oy
Job information Change deselect each category (there are
Choose whether your job information can be used to show you relevant ads mu|t|p|e)
Employer Change >
Choose whether your employment history can be used to show you relevant ads
Third-party data Third-party data I
Choose how you'd like data from your activity off LinkedIn to be used to show you more relevant ads O
] o ) . Under -fdhtyddat afJoNs#€I| ect
Audience insights for websites you visit Change - S
o : ) N o iNod under each Hu at eg«
Choose if your data can be used anonymously by third party websites you visit ) .
to help them better understand their audiences pl‘event L|nked|n from pushlng
personal information to or pulling
Ads outside of LinkedIn Change personal information from other
Choose if you want to see relevant ads on websites and apps outside of LinkedIn He SeI’ViceS
Interactions with businesses Change
Choose how your information given to businesses is used to show you relevant Ho
ads
Ad-related actions Change m
Mo
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LINKEDIN

Profile

Review your LinkedIn profile to ensure it is
as figeneral o as poss|ble, whil
the purpose of the account. Sel ect fA|Mgo
AVi ew PSelect thelpencil icon in the
upper right corner to edit your profile. It is
not recommended to use photos of
yourself for the profile or header photo.

SSMN:

These are viewable by the public and
present an unnecessary vulnerability. If
Your Name m MostRecentCompany | ysing a personal picture, ensure it is
Analyst at MostRecentCompany WE_S“'i_'gi"ia visible only to fAiConpelctT ons. 0
United States - Contact info University
433 connections Next, review how others see your profile
Add section )( More | by selecting the picture icon then your
' picture. Select #AVis bhi yo |
Show recruiters you're open X Share that you're hiring and X lower right of the pop-up box. Itis
:ev:ctzt:li(s.—you control who é:;asctta?:eﬂlfled candidates. recommended t o sel ec A r
Get started connectionso for vis in y . T
or requirement to add a phone number,
birthdate, or address ect

keep settings.

LinkedIn on Mobile Devices

13:00 -

OniPhone: Sel ect APosto aft Xrlo t
center of the screen, then under your

name select the arrow on the dropdown

menu. From this menu, select —)
fiConnections onlyo or f
Then select AAdvanced
AiDi sabl e comments on t K

@ Amwone
Aryane on o off Linkedin

On Android: The process of locking down g s @
posts on an Android device is the same as Commentconta »
on iPhone, exceptfori Advanced

Settings.o0o When selecting [Soilllo

Settings, 0 set the toggle éwm o order t o
disable comments on the post. | Ao on e off Lk

Sg Somectonsonly o)

ge Sopnener 0

To r e mdention@ Sélectthe 0 Mo ricendn the top right corner of a connection's post

> Remove mention from the list of options > Remove. The post will no longer link to your profile.
To remove a tag - Select the 0 T aigpn on the photo > Click the X icon next to the tag with your
name to remove the tag.

SAdVOLdVINS NGJOO
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PINTEREST

ADo use Two-Factor Authentication to
protect all your information. Like all social
media accounts, it is important to make sure
your Pinterest account is as secure as
possible. Two-Factor Authentication is one
of the best ways to protect your information.
ADo make sure your email is up to date! If
Pinterest suspects nefarious activity on your
Pinterest account, they will lock your
account down and send your new password
to the email address on file.

ADo make your boards private once you
create them so that they are not searchable
by other Pinners.

ADo monitor what your children are looking at
on Pinterest. Pinterest does have
inappropriate content that, if not specifically
tagged as such, will not be flagged or
removed by Pinterest.

AD o _n jBut personal information on the title of
your Pinterest boards. A lot of information can
be obtained simply by reading a title (e.g.,
whether you have children, rent or own a
home, marital status, etc.)

Your Profile P o 9]
Since there ar er|?Acount v acy
§ce_tt|ngs to_ manage on Pinterest, Add account
it is especially important to
ensure the ones they provide are | [ Convert to business =
locked down. In order to change ‘ @ PlntereSt
your Pinterest settings on your More antions
PC, look to the top right of your
screen and selec D
(three horizontal ellipses, or a
down arrow). Once you are on Tun I - I Public profile
~ . N Public proﬁle People visiting your profile will see the following info
the ASettingso A | nst] =———
able to go through each of the .
settings provided by Pinterest. Get| Accountsettings | .
First, |l etos r e\|3e Homefeedtuner [~ Lot
Profiledo page, V‘Log
your basic information on Claim
Pinterest. It is recommended you
avoid using your full name as Notifications S
your fAUsername, q a v
use parts of your name or a Privacy and data |
nickname. Itis also
recommended | eaVin .
and fiLocationd dec{ Secunty
This information is not required. e
Select ADoneod td s{ Apps
changes. S

OCT2023 EDITION
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PINTEREST

Account settings

Setyour login preferences, help us personalize your experience and
make big account changes hare

Basic information

Email

Pazzwaord

Change
Country/Region
United States v
Lznguage
English (US) v
Gendar
Male o Female Men-binany

Login options

Use your Facebook or Google account to lag in to Pinterest,
Learn more

Use your Facebook account to log in

Use your Google account to lag in

Account Settings

Next, |l et 6s review your
AAccount settingso you wi
email address and password, set your login options,
and delete or deactivate your account in case you
decide you no longer want to use Pinterest.

It is recommended you always log in with a unique
password used only for Pinterest, and that you never
login via Facebook or Google. Ensure the toggles next
to these options are set
deactivate your account or delete it altogether, follow
the prompts after selecting the correct option. Select
AfiDoneo at the top to save

F
I

t

I

Deactivate account
Deactivate account
Hide your Pins and profile

Delete account
Delete account
Delete your account and account data

First, see the i

recommended you

Linking Accounts

The next few settings have to do with linking your other social media accounts to Pinterest. As
always, we recommend that you do not link any other social media accounts to Pinterest. If
someone gains access to one of your social media accounts, keeping them separate prevents
an intruder from accessing all your other accounts.

Claimo section. This optio

accounts, with the purpose of gaining more popularity for your posts across all platforms. It is

not NnCl ai mo these account s

Claim

@ Websites

Instagram

E Etsy

O vouTube

Get credit for all your content on Pinterest. When you claim your
content, your name and profile picture will show up next to any Pins
that come from your site or external accounts.

Claim

Claim

Claim

Claim

OCT2023 EDITION
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PINTEREST

7 Edit profile Security Connected devices

Turn on
& Account settings Pins and

factor authentication and check your lst of connected devices to keep your account, | | This is a list of devices that have logged in to your account. Revoke
ards safe. Learn more . .
any sessions that you do not recognize. Learn more

@ Claim

Two-factor authentication
A Notifications

assword, you'll need to enter the secret Hide sessions

@ Privacy and data

Require code at login

W Security Last accessed:
June 7
Location: Current
Florida, United States (Approximate, based Session
on IP

Device
ChromJLa“ October 24, 2018, 11:46 PM I EnclActivityI
accessed:

Privacy and Data Settings
Next, continue down the screen to find APrf
see A@Mentions, 0 which allows other Pinterle
pins. It is recommended that this function
allowed to mention your name.
You will also see fASearch Privacy, 06 whi ch,
searchable on Google. It is recommended you make your account private by checking the
box next to ASearch Privacy. 0
Next, |l ook at APersonalizationodo and review
collect information about you in order to personalize ads and other content for you. It is
recommended leaving all boxes in this section unchecked.
Privacy and data Search Privacy
Decide whether your Pinterest profile will be hidden from search Hide your profile from search engines (Ex. Google). Learn more
engines, and what kinds of data you want us to use to improve the
recommendations and ads you see. Learn more Personalization
. = Use sites you visit to improve which recommendations and ads
@Mentlons you see. Learn more
Choose who can @mention you Use information from our partners to improve which
recommendations and ads you see. Learn more
Anyone on Pinterest
Use your activity to improve the ads you see about Pinterest on
Only people you follow other sites or apps you may visit. Learn more in Help Center.
@Tum off - no one can @mention you Reset Save
Security
Now | etbés visit the ASecurityo section, whi
The first sedtaicdmri Auftthrenit T wati on, 6 whi ch/|i
Select the box next to ARequire code at | gg
sent to your mobile device that you will need to enter when you log in - a new code will be
sent each time you log in.
Under -fAlaTlcwtoor Aut henti cation, 06 you wil/|l see
sessionso in this section and you wil/ be |p
sessions that may seem suspicious or are not needed.
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PINTEREST

Third-Party Applications

Public profile
Finally, the fAApPPS|O| acountsettingg ]| &l |l ows you
to disconnect any third-party apps you
might have linked to your account. Home ApPPS
Again, it is recommended keeping all Keep track of everywhere you've logged in with your Pinterest profile C
accounts Separate for the best Claim i:;:r:errr:‘c;\:access from apps you're no longer using with Pinterest.
security. If you were to lose your Notifi U)
mobile device or computer, you do not Ivou have not approved any apps |
want someone to have full access to Privady (f)
all your accounts, including Pinterest.
If there are any apps listed in this Security
section, it is recommended you delete O
them. Apps
Visible Content O
i Everything that you APino ils ;@Iic
Yourpins v A @ O || followers, can see your profile and what you pin. Pinterest
has no means of | imiting thle vzi bi
i Co mme n tnwost other skceal media platforms provide
(unl ess you make them fASecrijef, 0 whi
There is only one way to ensure full control over your ([)
ABoardso and APins, 0 which |[iF s e
When you use this feature, no one can see your content
unless you specifically invite them. It is recommended you
consider setting some or alll f you
order to limit the amount of information someone can >
gather about you.
To create a fAiSecret Bdard, 0 select your APrqfil
l cono in the top right|] corner of the page. 'Ih—n-le
select the A+0 icon tg create a new fABoard. {
Name the board and set the toggle next to O
fKeep this board secr € 4
AiCreated button. Only Create board 5 d C t
Boardo has control ove th}
whom content is shared. You must invite o
ﬁC0| | abor ator SO Vi a em Like "Places to Go" or "Recipes to Make bl S .
see the content. When F:
iSecret Board , 0 t he i H Keepthisboardsecre‘t P . U
So only you and collaborators can see it. Learn more
I n order to change a Slc
boardo simply open t he Create U)[
change, then select the three dots next to the
board title. From the |drop down select AEdI 1
board. o0 Scroll down tq select AKeep this board
secreto then hit ADon¢g. 0
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PINTEREST

Security and Privacy Settings

On your mobile device, you wil/| begin

the bottom right of the screen or | oca

ASettingsod icon at the top right. The

computer version.

However, the APrivacy & dataodo section is a L)l e
AiPrivacy & data, o check fAStore your <contacitppo, and

Additionally, make sure all your privacy settings are set the way you want them, in case the
settings you chose via computer did not transfer to the mobile app.

240 WO L DEE - Tl <

X Settings Privacy & data

Personal information

- Search privacy " @)
= * | |kdit profile >
Mt
% Account settings >
Zecrmors Store your contacts ()
Permissions >
fed Fanabor T oou Notifications >
Privacy & datal 3 | |Use sites you visit »
Homefeed tuner >
Actions Use partner info »
Add account
Log out Use your activity O
Support
Get help A
2 Use your activit
.ﬁ Q. N ,P s See terms and privacy A v i C)

Edit Board Privacy

Select the fABoard
privat e, t hen sel
or the ellipse at the top right of the
screen. Select

down to AKeep b
the toggle to 0
changes, sel ect
the top right of the screen.

W O

Type
Keep board secret O
tton at

SAYVILHVINS NODOS

Board options
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REDDIT

ADo use caution when posting images and
videos of you or your family. Be aware of
your surroundings, to include identifiable
locations and any other personal security
vulnerabilities.

ADo remember there are privacy concerns
when using your email or connecting other
accounts when registering for free services,
such as apps and social media.

ADo change your password periodically and
turn on Two-Factor Authentication to help
keep your account secure.

AD o n jost anything in Reddit that you
woul dndédt want seen by
AD o _n éstablish connections with people or
communities you do not know or trust.
Understand that people are not always who
they say they are online.

AD o n fdrget to remind family members to
take similar precautions with their accounts.
Their privacy and share settings can expose
your personal data.

User settings

e
.e

Account |Pmme Safety & Privacy Feed Settings  Notifications  Subscriptions Chat & Messaging
ONLINE STATUS
Account settings -
on O Account Settings
MY STUFF
@® Profile e Gramse Once at your Reddit
& Creato Avatar — Homepage, at the top-
right, you can click a
{é} User Settings opilay lanpiags (hat dropdown box as
VIEW OPTIONS hlghllghted in red to the
Dark Mode " left. Once there you can
I
MORE S5TUFF g 0 t O n U S e r
Country . . .
@ createac iy which will bring you to
reate a Lommuni ~
your AnAAccoun
© coins here you can edit your
0 coins .
email address, or your
$ Premium Connect bo Twiter Apple and Google
D powerups acpount if you signed up
using those. You can
© Talk al so fiDeact.
Q‘ Predictions Connected io Apple account from th|S page'
@ Help Center Connect bo Google ~
] commectis corps ]
[/ Visit Old Reddit
_:3 LOgOUt gt inta bettn Towis
Ot out & tha resdesign

DEACTIVATE ACCOUNT

||]—:|] DEACTIVATE ACCOUNT

Reddit is an American social news aggregation, web content rating, and discussion website.
Registered members submit content to the site such as links, text posts, images, and videos,
which are then voted up or down by other members. Posts are organized by subject into user-

created boards called "communities" or "subreddits," which cover topics such as news, politics,
religion, science, movies, video games, music, books, sports, fitness, cooking, pets, and image-
sharing.
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REDDIT

Customize Profile

Reddit account

nameo and AAbout
recommended you
per sonal i n
to adjust if

you post.

t hese
your
account, depending on the type of content

Here, you can edit personal information that
is displayed to the public when using your

O OO0 =
O 0O —+ Q

Safety & Privacy

After navigating to
can edit AColl apse p
sc oynonuern tiisDios plitays r eco
sbeet etdo tfeHli.g hl.td sYou ¢
ppuviacy, amd yutn loff adsg locatieneandt | y
i aotimity. It's récomniemded thatlyai curn allb | |e
uohtlheseiof. It'sareconfmirdidd Wkat you turn

on fftamot or aut hent i c aft

Customize profile

PROFILE INFORMATION

Display name (optional)

Set a display name. This does not change your username.

Display name (optional

30 Characters remaining

About (optional)

Abrief description of yourself shown on your profile.

200 Characters remaining
IMAGES

Avatar and banner image

Images must be .png or .jpg format
f N\ N
() ()

(+)
\\_‘, \ J

Drag and Drop or Drag and Drop or Upload Banner Image

.
Upload Avatar Image

PROFILE CATEGORY

NSFW
This content is NSFW
under 18)

may contain nudity, pornography, profanity or

nappropriate content for those

ADVANCED

Allow people to follow you
Followers will be notified about posts you make to your profile and see them in their home feed.
Content visibility

Posts to this profile can appear in r/all and your profile can be discovered in fusers

Active in communities visibility

Show which communities Iam active in on my profile.

Safety & Privacy

we use data to personalize your Reddit experience, and control how
r Privacy & Security FAQs .

other redditors interact with you. To learn

SAFETY

People You've Blocked

Blocked people can‘t send you chat requests or private messages.

BLOCK NEW USER

Collapse potentially disruptive comments

nments that ntial
ble with—selectir

y rude or disresp
owwill collapse the le

HIGH ¥

PRIVACY

Show up in search results

Allow search engines like Google to link to your profile in their search results

Personalize all of Reddit based on the outbound links you click on

se the links to other si
understand how you and others us

Allow us

you click on for operational pur
ddit) and to show you bet

Personalize ads based on information from our partners

Allow us to use information that our advertising partners send us to show you better ads

Personalize ads based on your activity with our partners
Allow us to use your interactions with sites and apps we partner with to show you better ads.
Personalize recommendations based on your general location

Allow us to use your city, state, or country (based on your IF) to recommend better posts and
communities.

Personalize recommendations based on your activity with our partners
Allow us to use your interactions with sites and apps
communities.

we partner with to recommend better posts and

ADVANCED SECURITY

Use two-factor authentication
Help protect your account (even if someone gets your passwor

password to log in.

d) by requiring a verification code and a

Manage third-party app authorization (2 >

=—S—=—
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REDDIT

Feed settings Feed Settin gs

CONTENT PREFERENCES

Here you can enahb
Adult content CO n t e n t . (\) I f y O u
Enable to view adult and NSFW (not safe for work) content in your feed and search results. enabled, itls recommended that you
turn on fiSafe bro
way the content is blurred before

you open it.

> O
o —
o o
(7]
[o}]
—

S e

_— O
o

Chat & Messaging Chat & Messaging
U n d er ﬁ C h a ‘t & Who can send you chat requests NOBODY ¥
Messaging, 0 [yo ,
= Who can send you private messages

C o n t r O I n Wh 0 C FAeads t admins and moderators of communities jEU‘yE_E\Hf: can message you even If NOBODY ¥
you chat reqlue
AWho can senld Approved Users
p r i V a t e m e S S a g Appl':-.id users can always send you private messages.
It's recommended that ADD NEW USER TO APPROVED LIST
you set this| t

Invite someone to chat e Copy link ™
as you can always add Copy ikt invite somoone toa direct chefroom with you.
users to AAplpr
Userso or dl|nVv S

Mark all as read (" Mark as Read )
S O me O n e t 0 C h a Mark all conversations and invites as read. N -/

link.

i|Jo:44 il = - ‘ Sattings L3}

= Q search E PR

News Home Popular L

Ll < Account settings 4

Phone Settings
g Swchaceouns v As annotated by numbers 17 4 to the left,
> shows how to access your settings via
> mobile phone (Apple/Android). Here you
- £ Manage notifcations > can control the same settings as you
r >
9

& Update email address

% Change password

7 Hemeseemats would via the PC version by scrolling
down once you reach number 4.

J © count
This is

Lo
CONNECTED ACCOUNTS

Crds b SETETLrETy

SAJdVOLdVINS WOOOSSI

G Google Connect
byl S’

% Apple Disconnect
Fedcin Frerars

BLOCKING AND PERMISSIONS
Savad /2, Manage blocked accounts >

Al ple to follow you

Fapliny ©  Fol Il be notified about posts yai

= file in the
Pemcting Demin

(=) Allow chat requests
SETLrg
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SIGNAL

ADo set up privacy and security settingson ~ AD o n €end anything compromising over
Signal and help your family do the same. any social media or Internet-based

ADo be cautious when updating your about  tool/application.

me information, as everyone will be able to AD o _n éstablish connections with people

see it. you do not know. Understand that people are
ADo change your pin periodically and ensure not always who they say they are online.
you remember it so you dondt get | ocked ouft
Done Settings < TR
Signal PIN
C
Change your PIN
PIN Reminders O
® Account PINs keep information stored with Signal encrypted so
only you can access it. Your PIN cannot be recovered.
[B Linked Devices o S e e e
Donate to Signal Registration Lock ()
Req.uire your Signal PIN to register your phone number
{3} Appearance again with Signal.
D Chats Advanced PIN Settings
{0 stories Account
Q Notifications Delete Account
ﬁ Privacy
®  Data Usage '4 Linked Devices

Link New Device

Scan QR Code to link a new device.

Account and Linked Devices

When in your ASettings, 0 navigate down to [AQA un
AAdvanced PIN Settings.o I f you need to difsh y
PI'N Settings.o It is recommended that you |ep e
You can also go to ALinked Deviceso if youl p S

your account to them.

SA4dVYILIVINS NODOSSN

Signal i's an independent nonprofit

and claim they cant be acquired by one either. Development is supported by grants
and donations from independent persons.
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SIGNAL

Chats, Privacy & App Security

Under i C h a yos cam edit the settingstoi Ge nelkinkPe e vi & &@h &ontact withi O S|,
and i U sSgstem Contact Photos.olt i s nedotnmended that you share contacts or use system
contact photos. Under the i P r i uad,cyquccan changethe i Scr ee a&d i S c r koekn
Timeout.0lt is recommended that you have it setto i | n saif gom tontinue to scroll down while
still under the i P r i wad,cyguowill reach the i A d v a nseténgsoHere you can adjust the
settings as necessary.

Done Settings < Chats < Privacy
: Generate Link Previews Blocked
¢ Chris
Retrieve link previews directly from websites for .
messages you send Messaglng
@ Account Read Receipts

Share Contacts with iOS O

Typing Indicators

@

Linked Devices Allow i0S access to Signal contacts and chats for

features such as sharing suggestions and
notifications See and share when messages are being read and

Payments BETA typed. If disabled, you won't see read receipts or
typing indicators from others.

Il

Use System Contact Photos

“O-  Appearance Disappearing Messages

Display system contact photos if available.

erau Imer Tor New ats

O Chats Default Timer for New Chat off

Clear Chat H\STOW Set a default disappearing message timer for all new
Q Notifications chats started by you.
@] Privacy

App Security

T Data Usage < adisnced

Hide Screen in App Switcher

Censorship Circumvention
Censorship circumvention is not necessary; you are
Screen LOCk already connected ta the Signal service.

Always Relay Calls

@

Help

&

Invite Your Friends

Screen Lock Timeout Instant
Become a Signal Sustainer Relay all calls through a Signal server to avoid
revealing your IP address to your centact. Enabling will
reduce call quality.

Use Face ID to unlock Signal.

@ g

Signal Boost
Sealed Sender
Calling Show Status Icon ©7
. Allow from Anyone
Show Calls in Recents 0

Enable sealed sender for incoming messages from
non-contacts and peocple with whom you have not

Show calls in the "Recents” list in the iOS Phone app. TSl L D

Advanced

Censorship circumvention, relay calls, and sealed
sender settings.

SAJdVOLdVINS WOOOSSI
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