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Your Online Presence 

One of the easiest ways for people (e.g., potential employers, criminals, etc.) to get information 

about you is through your online presence. Anyone can research you with just a few clicks of the 

mouse and a quick Internet search. It is important to know what is publicly available about 

yourself, and then decide what to do about unwanted information. 

Review your social media accounts and available data aggregator websites to determine what, if 

any, negative or unwanted information is out there about you. Remember, your close contacts 

(including family members) may have unintentionally exposed information about you. Therefore, it 

is important to review what others may have posted about you, posts you have been tagged in, or 

other associations that make you easier to find.

Boolean Logic

Boolean logic defines logical relationships 

between terms in a search. Boolean 

search operators are ñand,ò ñor,ò and ñnot.ò 

You can use these operators to create very 

broad or very narrow searches. ñAndò 

combines search terms so that 

each search result contains all of the 

terms. Also, if your search results continue 

to include items that are

not relevant, use the dash (-) to exclude 

certain search terms like this: ñJohn Smithò 

-Pocahontas

Google supports Boolean logic; however, 

you can also use Googleôs search 

methodology which can be found here: 

https://support.google.com/websearch/ans

wer/2466433?hl=en

SELF ASSESSMENT

Search Engines

Use various search engines, such as Google, 

DuckDuckGo, Bing, etc. to search yourself and 

compare the differences and benefits of each (for 

a few examples, please see the third page.) 

Google appears to yield the most accurate 

results and captures more relevant information 

for people searches. 

Prior to researching, ensure you are not logged-

in to any of the search engine sites, such as 

Google or Yahoo. Be sure to delete your browser 

history and clear cookies before you begin and 

again when you have completed all your 

research. 

These next instructions are specific to the 

Google search engine but can be applied to most 

other search engines:

Start with basic personal information such as 

First and Last Name. If you have a common 

name, you may want to search First, Middle, and 

Last Name; or your name associated with your 

address or an associated organization.  

Searching terms within quotations marks ñ ò will 

yield results that have the same terms in the 

same order as the ones inside the quotes. So 

ñJohn Edward Smithò will not necessarily return 

the same results as ñEdward, John Smith.ò

Search engine results will give you an idea of the information that can be 

quickly collected on you. For example, during your self assessment you may 

have found  information about your previous work experience, hobbies (e.g. 

sports,) or schools (e.g. graduation announcement,) which can be used to 

conduct follow-on searches or hijack your identity.

1
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Social Media Searches

Take an inventory of the social media accounts that 

you currently maintain. Some examples include, 

Facebook, Instagram, LinkedIn, Twitter, etc. First, 

without being logged-in to any social media 

accounts, conduct open-source searches on 

yourself to see what is viewable to the public. 

Remember, if your social media accounts donôt 

show up during your open-source searches that 

doesnôt mean your account is completely private. 

Itôs important to check out the applicable 

Smartcards to help you lock down your accounts 

according to your own personal preferences. 

Next, login to those accounts and thoroughly 

review your profile for sensitive information and 

consider removing unnecessary data: Review your 

profile to see what data is available to the public 

(address, employment, phone number, etc.). Check 

any photos that you have posted or have been 

tagged in (this can be done through your Activity 

Log if using Facebook). * See applicable 

Smartcards to learn how to properly set privacy 

settings.

Image Searches

You may want to conduct an image 

search on any photos you have 

used as profile pictures on social 

media accounts or posted to other 

places online. The reason for this is 

to ensure that advertisers and/or 

any other company or individual 

hasnôt taken your picture for their 

own personal use. To conduct an 

image search using Google, go to 

images.google.com, click the 

camera icon, then select ñUpload an 

Image.ò Select the image you want 

to use to start your search. 

Social Media Sites

 www.facebook.com 

www.linkedin.com 

www.myspace.com 

www.twitter.com 

www.tumblr.com 

www.classmates.com 

www.instagram.com 

www.vk.com 

www.pinterest.com 

www.flickr.com

 www.meetup.com 

www.youtube.com 

www.snapchat.com 

www.reddit.com 

www.tiktok.com

SELF ASSESSMENT

2

If you post something on your social media account, it may show up on search 

engine search results. Remember to set your privacy settings accordingly to help 

avoid this.
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Common Search Engines

www.google.com 

Google is a search engine that specializes in Internet-related services and products. These 

include online advertising technologies, search, cloud computing, and software. The majority 

of its profits are derived from AdWords, an online advertising service that places 

advertisements near the list of search results. 

www.bing.com 

Bing is the second largest search engine in the United States. Searches conducted using Bing 

generally yield similar results to Google. However, Bingôs image search capability 

(https://www.bing.com/images) is considered superior by most.

www.duckduckgo.com 

DuckDuckGo is a search engine that distinguishes itself from other search engines by not 

profiling off of its users and by deliberately showing all users the same search results for a 

given search term. It does not store or compile any of your data, to include searched data or 

personal information. DuckDuckGo emphasizes getting information from the best sources 

rather than the most sources, generating its search results from key crowdsourced sites such 

as Wikipedia, and from partnerships with other search engines like Yandex, Yahoo!, Bing, and 

Yummly. 

https://searx.thegpm.org

Searx is a metasearch engine, aggregating the results of other search engines while not 

storing information about its users.

https://archive.org 

The Internet Archive is an American digital library with the stated mission of ñuniversal access 

to all knowledge.ò It provides free access to collections of digitized materials, including but not 

limited to: websites, software applications, music, videos, moving images, and millions of 

public-domain books.

Relatives

Though you may have found most of your information conducting your individual search, it 

might be a good idea to conduct a light search on friends and family members. Remember, 

they may have posted information about you that an adversary may be able to access. 

Ensure nothing posted in any of the search results implies or outright displays personal 

information you donôt want discovered. 

Ask immediate family members (spouse, children, etc.) to review their account settings and 

postings to ensure they have not inadvertently posted personal information about you or 

themselves.

Provide family and friends with copies of the Smartcards to help them with locking down their 

accounts and devices.

SELF ASSESSMENT

3
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People Finders

You can conduct an initial search on data aggregators (aka people finders) for free, but all 

these sites require payment to access a full report. These sites require no special authorities; 

anyone with Internet access and a credit card can purchase reports, so it is a good idea to be 

familiar with the information that can be discovered through them. 

If you find information in any of the reports that you do not want publicly available, contact the 

organization to opt out and request that your information be removed. (Refer to the Data 

Aggregator Opt-out and People Search Opt-out Smartcards for specific steps and processes)  

Once youôve opted out of or suppressed any sensitive information you found, consider setting 

up Google Alerts so that youôre notified if the information re-appears.

People Finder/Fee-Required Sites

 
www.ussearch.com

www.beenverified.com

www.intelius.com

www.radaris.com 

www.truthfinder.com 

www.findpeoplesearch.com 

www.privateeye.com 

www.usa-people-search.com 

www.spokeo.com 

www.locateplus.com 

www.peekyou.com 

www.thatsthem.com 

www.familytree.com 

www.instantcheckmate.com 

www.publicrecords.com 

www.whitepages.com 

www.reversegenie.com 

www.social-searcher.com

www.infospace.com

www.publicrecordsnow.com

www.findoutthetruth.com

www.truepeoplesearch.com

www.checkpeople.com

www.peoplefinder.com

https://carsowners.net

https://allpeople.com

SELF ASSESSMENT

4
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In Case of Identify Theft

ÅNotify your bank & credit card companies.

Å Report ID Theft to www.FTC.gov.

Å File a Police report.

Å Change all passwords including on social 

media.

ÅLet friends and family know in case the 

criminal now has access to your emails 

and social media accounts.

Actions for the Cyber Domain

ÅUse Two Factor Authentication whenever itôs an option.

ÅUpdate your devices' virus protection and your passwords.

Å Clear cookies and browser history frequently.

ÅUpdate, Update, Update!!! Make sure to allow your device to update to ensure you have 

the most up-to-date security features.

Å Make sure you backup all your devices.

Å Encrypt your emails.

Å Never save credit or debit card information to devices, apps, or accounts for quick and 

easy checkout.

Å Verify the source of your emails and check the links. Legitimate business emails will not 

ask for your PII, password, or account number. 

Å Don't accept friend requests from strangers. 

ÅStart using a VPN if you arenôt already using one.

Actions for the Physical World

ÅBe aware of your surroundings.

Å Invest in a safe for the home.

Å Shred documents, bills, and any mail.

ÅDonôt give out your SSN.

ÅBe mindful of shoulder surfers (whether on your phone, computer, at an ATM, etc.) 

Å Look out for credit card skimmers at ATMs and gas pumps.

Å Use a locked mailbox.

Å Check financial statements frequently.

Å Read medical statements.

Å Use credit cards instead of debit cards. 

Å Sign the back of credit and debit cards.

What to Lock Down

ÅAny Personal Identifiable Information 

(PII).

Å Your credit report.

Å Your child's credit report. 

Å Your social media accounts (use the 

Smartcards to lock accounts down).

THREATS TO IDENTITY

5

Note: Be sure to check out https://haveibeenpwned.com. Use your own email 

address to see if your personal data has been compromised in any data breach. Not 

all data breaches are included on this website, but it is a great start to managing 
your identity. 
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ÅWhen buying a new car, don't leave the paperwork in the glove compartment or elsewhere 

in the car. Criminals who break into cars can use that information to steal your identity, not 

just your car.

Å Consider posting travel (vacation) photos and information after you return from your trip so 

that criminals don't know you are away and your house is empty.

Å If you are buying or selling something online and it seems too good to be true, chances are 

it is. A simple Google search might end up saving you a lot of time and hard-earned money. 

Å Consider turning off your wifi as soon as you get into your car to leave your house.

Å Consider how many people have access to public wifi, then consider only using privately 

secured wifi. 

Å Consider an open-phone policy with your children so you can access their phone any time 

and without notice. Remember if you are ñfriendsò with your kids online thatôs only half the 

battle, itôs important to check on their accounts to see who and what they are talking about. 

Å It's always great to donate but consider verifying the authenticity of a charity and/or website 

first. Perhaps visiting an official website or calling the official number.

Å Gamers: Consider who you are communicating and sharing information with and perhaps 

limit online gaming interactions to only people you have met face-to-face.

Å Consider logging off your email and social media accounts when you are not using them, 

especially on your computer. Doing so will limit the access if an intruder gets access to your 

computer, either through physical access or by hacking in.

Useful Resources and Links

https://www.identityforce.com/blog

https://www.commonsensemedia.org/privacy-and-internet-safety 

https://www.ftc.gov/ 

https://identity.utexas.edu/ 

https://www.getsafeonline.org/ 

https://staysafeonline.org/ 

https://www.idtheftcenter.org/ 

https://www.irs.gov/ 

https://www.usa.gov/identity-theft 

https://www.consumer.gov 

https://www.transunion.com

THREATS TO IDENTITY

6



U
S

S
O

C
O

M
 S

M
A

R
T

C
A

R
D

S

OCT 2023 EDITION

Signs of a Scam

ÅProfesses love quickly or claims to be overseas for business/military service.

ÅAsks for money or sends links to follow off the dating site.

ÅClaims to need money for emergencies, hospital bills, or travel to visit.

ÅDo protect your information and set limits on 

what and when you provide information to 

people you meet on dating sites.

ÅDo provide your own transportation when 

meeting someone for the first time.

ÅDo use more popular dating apps and stay 

away from less popular sites, which may 

have less security in place.

ÅDo list your age but not your full date of birth.

ÅDonôt use dating app sites on public wifi. 

Always make sure you are connected 

through a secure internet connection. 

ÅDonôt sync social media accounts with dating 

accounts.

ÅDonôt use photos associated with other 

online or social media accounts.

ÅDonôt give out personal information to include 

phone numbers or addresses.

Tips and Tricks

ÅBe anonymous: Do not include your last name or any other identifying information in your profile. 

During initial communications, do not provide any PII such as phone number, email address, 

home address, place of birth, etc.

ÅUse a unique email address and username not associated with other accounts.

ÅKeep your financial information private.

ÅDo not meet at your house or place of work.

ÅChoose a first date location that is public.

ÅDo not provide specific personal questions while chatting, save that for the date. This will help to 

prevent giving away too much information, too early.

ÅOnline dating scams are known to run for months at a time. Always be on the lookout for 

unusual conversations and behavior, such as requesting you to follow unknown links or send 

money.

DATING SITES & APPS

7

Be aware of fake accounts and bots on dating apps. If a profile looks incomplete or 

too good to be true, it probably is. 
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Your Profile
 

Once you open ñBumble,ò navigate to the bottom left of the application and select the small 

person icon. Once here, at the top right is the ñSettingsò cog. Under ñSettings,ò you can edit 

your ñCurrent Location,ò it is not recommended you use your exact location. You can also 

enable ñIncognito Modeò which doesnôt allow other users to see you. Under ñSecurity & Privacyò 

you can select your ñLogin Methods;ò it is not recommended you link accounts. You can also 

access your ñPrivacy Settingsò where it is recommended that you turn on ñStrictly necessary 

permissions.ò Under ñComplete my profile,ò you can edit your basic information. It isnôt 

recommended that you put anything too personal, as everyone will be able to see it.

DATING SITES & APPS (BUMBLE)
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Your Profile

When on Hinge, go to ñEdit Profile.ò Here you can change the information about you 

that people can see. It is recommended that you donôt put your full name, and that you 

either change your location to somewhere nearby, instead of where you are actually 

located as Hinge doesnôt allow you to hide your location. It is also recommended that 

you use caution when putting where you work, what your job title is and where you're 

attending school. You should also go through and decide which of your information you 

want to be visible or hidden.

Settings

Under ñSettings,ò It is 

recommended that you donôt 

connect your ñApple,ò ñFacebook,ò 

or ñInstagram.ò Under ñPrivacy 

Preferences,ò it is recommended 

that you turn off ñAllow All Servicesò 

to only enable necessary services. 

It is recommended that you read 

the ñSafe Dating Tips.ò 

DATING SITES & APPS (HINGE)
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Settings
 

Once you open ñTinder,ò go to the ñPerson Iconò on the bottom right of your screen. It will bring you to the 

screen where you can access your ñSettings,ò ñEdit Profile,ò and ñSafetyò options. Under ñSettings,ò scroll 

down to where it says ñAccount Settings.ò Here you will be able to see your ñPhone Number,ò ñConnected 

Accounts,ò and ñEmail.ò It is not recommended to connect any accounts to Tinder. Under ñSettings,ò you 

will also be able to change your location, it is recommended that you donôt use your exact location. If you 

have ñTinder Plus,ò you can change ñWho can see youò to ñOnly People Iôve Liked.ò You can also decided 

to turn off ñShow me on Tinderò which wont delete your account, but will stop populating it to other users.

Your Profile

Under ñEdit Profile,ò you can edit 

your basic information. Everyone 

on Tinder will be able to see this, 

so it is recommended you donôt put 

anything too personal. If you have 

ñTinder Plus,ò you have the option 

of ñDonôt Show My Ageò and ñDonôt 

Show My Distance.ò

DATING SITES & APPS (TINDER)

Safety

Under the ñSafety,ò It will bring you 

to articles and extra tips on how to 

be safe during online dating. There 

are also resources and phone 

numbers to sexual assault, planned 

parenthood, domestic violence etc.
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My Account

At the bottom left of Discord, click on the 

ñCog,ò to access ñMy Account.ò Under ñMy 

Account,ò you can see your basic information 

and edit it as necessary. You should make 

sure that Two-Factor Authentication is 

enabled. If you decide you no longer have a 

need for a Discord account, you can either 

Disable or Delete the account.

If you select the green icon underneath your 

Profile Picture, it will bring up the option to set 

your status.

DISCORD
Å Do use caution when posting images and

videos of you or your family. Be aware of

your surroundings, to include identifiable

locations and any other personal security

vulnerabilities.

Å Do remember there are privacy concerns

when using your name and birthdate when

registering for free services, such as apps

and social media. 

Å Do change your password periodically and

turn on Two-Factor Authentication to help

keep your account secure.

Å Donôt post anything in Discord that you 

wouldnôt want seen by the general public. It 

may be a private server, but conversations 

and photos/videos can be captured by 

screenshot or recorded and leaked. 

Å Donôt establish connections with people or 

Servers you do not know or trust. Understand 

that people are not always who they say they 

are online.

Å Donôt forget to remind family members to

take similar precautions with their accounts.

Their privacy and share settings can expose

your personal data.

11

Discord is a free voice, video, and text chat app that's used by tens of millions of 

people ages 13+ to talk and hang out with their communities and friends. The vast 

majority of servers are private, invite-only spaces for groups of friends and 

communities to stay in touch and spend time together. 
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Privacy & Safety

Under ñServer Privacy Defaults,ò there are options to ñAllow Direct messages from server 

membersò and ñAllow access to age-restricted servers on IOS.ò It is recommended you donôt 

join servers you donôt trust, however here you can turn off the ability for server members to 

Direct Message you. It is also recommend you keep ñEnable message requests from other 

server members you may not knowò turned off.

Under ñHow we use your Data,ò it is recommended that you turn all options off so that Discord 

isnôt gathering any data from you. If you want to know what data Discord has collected, you can 

ñRequest Data,ò which can take up to 30 days to receive.

DISCORD
Privacy & Safety

Under ñPrivacy & Safetyò you can adjusts the settings on what ñExplicit Imagesò you can see 

and if you want your ñDirect Messagesò sent to spam. It is recommended that you have it set to 

ñFilter direct messages from non-friendsò at the minimum.

12
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DISCORD
Family Center

Still under ñUser Settings,ò you can navigate to ñFamily Center.ò Here you can utilize discord to 

help kids your kids safe by monitoring who theyôre in contact with. Once you click ñGet Started,ò 

discord will help you through the process.

13

Family Center

After you click ñGet Started,ò the directions to 

the right will appear on your screen. Once 

you have connected with your teen, it will 

show it under ñConnected Teens.ò You can 

always reach this tab by going to the ñMy 

Familyò tab.

Family Center

Under the ñSettingsò tab, you can 

ñEnable Family Center tabò and also 

choose to ñReceive Activity Summary 

emailsò which gives you a weekly 

email of your teens activity.
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DISCORD

14

Connections

Under ñUser Settings,ò locate the ñConnectionsò Tab. There are tons of application 

that Discord recognizes and can connect to your account. However, it is 

recommended that you donôt link your accounts.

Devices

Under ñUser Settings,ò locate the ñDevicesò Tab. Here you can see all the devices 

that your discord is connected to. If there is a device connected that you donôt 

recognize, it is recommended that you log out of it and change your password 

immediately. You can also choose to ñLog out of all known devicesò at the bottom.
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Friend Requests

Under ñFriend Requests,ò you can choose who send you friend requests. It is 

recommended you take caution if you choose to enable ñeveryoneò and to always 

verify  who the person sending the request is before accepting it

Streaming

Under ñApp Settings,ò there is an option to enable ñStreamer Mode.ò If you stream, 

and you use Discord as an integration tool to do so, it is recommended that you 

keep ñStreamer Modeò on. Here you can choose the options that best suit your 

privacy settings.

DISCORD

15

Discord prioritizes safety and privacy among community members. They donôt sell 

your personal data or share it with third parties for advertising purposes.
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Roles

In your Discord server, there is a drop-down arrow as highlighted in red to the left. From here 

you can access the ñServer Settings.ò Once there, you can go over to ñRoles,ò which allows you 

to create specific roles for members in your discord server. Each ñRoleò can have different 

permissions, with varying levels to it.

DISCORD

Moderation

Under ñOverviewò in your Discord 

server, go to the ñModerationò tab. 

Here you are able to set the 

ñVerification Level,ò which allows you 

to control the criteria a Discord user in 

your server must have before they can 

send messages or direct messages. 

You can also set the ñExplicit Media 

Content Filterò which will scan and 

delete media that contains explicit 

content. It is recommended that you 

set these to ñHighestò and ñScan 

media content from all members.ò 

16
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ÅDo use pictures of something other than 

yourself for cover and profile photos. Cover 

and profile photos are always Public.

ÅDo use caution when posting images and 

videos of you or your family. Be aware of 

your surroundings, to include identifiable 

locations and any other personal security 

vulnerabilities.

ÅDo select ñOnly Meò or ñFriendsò for all 

available settings options. Ensure that family 

members take similar precautions with their 

accounts.

ÅDonôt add your birthdate, location, phone 

number, or other personal details to your 

profile. If you do add this information, make 

sure its privacy toggle is set to ñOnly Me.ò

ÅDonôt link your Facebook account to any 

third-party applications such as Twitter, 

LinkedIn, or gaming apps.

ÅDonôt establish connections with individuals 

you do not know and trust.

ÅDonôt discuss specific or sensitive details on 
Facebookékeep discussions general.

Privacy Checkup

Starting at the Home Page, select the Down Arrow in the top right corner (shown below) and 

select ñSettings & Privacy.ò Next, select ñPrivacy Checkupò and walk through each box on the 

screen that follows. This is an abbreviated version of the full privacy settings review. You could 

also use this feature to complete checks on a regular basis, for instance each month, just to make 

sure you stay on top of changes. Secondly, you can select ñPrivacy Shortcutsò to quickly get to 

additional privacy information and access useful details about Facebookôs ad policy and 

processes.

In recent years, Facebook has continuously enhanced its privacy efforts to better protect user 

data. As a result, settings change often, and new settings may be added at any time.

FACEBOOK
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Starting in the ñGeneralò section, go through and review your information. Remember, your 

ñUsernameò (in your profile URL) will be Public, along with your ñName.ò In this section you can 

add a new email address and phone number, decide what happens with your account when you 

die, and direct Facebook ads to a different email address.

Under ñSecurity and Login,ò look at the ñWhere Youôre Logged Inò section and ensure you 

recognize each location Facebook has you logged in from. Some of these locations can be 

repetitive based on different sessions, devices, or browsers. If you do not recognize a location, 

you can select the three dots and choose ñNot You?ò Facebook will take you through steps to 

help ensure your account is secure. Next, under ñLogin,ò select ñSave your login info,ò you have 

the choice to keep yourself logged in on any device you choose. It is recommended that you NOT 

enable this function, and instead choose to log in each time you open Facebook. This way your 

account is secure even if you lose your computer or mobile device. Select the ñEditò button to the 

right of the ñSave your login infoò and then select ñRemove saved login info.ò

It is recommended that you enable Two-factor Authentication in order to give your account 

the highest level of security available. Click on the ñEditò button to the right of ñUse two-

factor authenticationò and choose the security method you prefer or are most familiar with. A 

security code will be sent to you for verification each time you log in.

FACEBOOK
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Next, go back to the column on the left-hand side and select ñYour Facebook Information.ò 

Select ñOff-Facebook Activityò and clear your history. It is highly recommended that you 

forbid Facebook from tracking your ñOff-lineò activity. Select ñClear Historyò and click on the 

ñClear Historyò button on the pop-up. Also consider selecting ñMore Options,ò then ñManage 

Future Activityò to limit the kinds of information Facebook can collect from your ñOff-

Facebook Activityò in the future. Follow the prompts to ñManage Future Activity.ò

Now head back to your ñSettingsò page and select ñPrivacyò from the tabs on the left side. 

Completing this section is one of the most important aspects to keeping your information 

safeguarded on Facebook. This section puts you, the user in charge of decisions about where 

your data goes and who can see it. Take some time to ensure each section is set to your 

preference. It is recommended no category be set to ñPublic.ò If you have friends on your 

Facebook that you do not fully trust, it is a good idea to select ñOnly Meò where your personal 

information is concerned. 

It is recommended choosing ñOnly Meò wherever possible but understand that this could 

undermine the ñsocialò intent of Facebook. It is strongly recommended you leave the ñOnly Meò 

setting for ñWho can see your friends listò to protect yourself and your social network. Where 

you cannot leave ñOnly Meò selected, the next best option is to choose ñFriends.ò Finally, it is 

recommended you do not allow Facebook to link other search engines to your profile. 

FACEBOOK
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Next, head back over to the left side ñSettingsò menu and select ñFace Recognition.ò It is 

recommended that you not allow Facebook to recognize your face in videos or photos. Simply 

select ñEditò and ñNoò from the drop-down menu. 

Now select ñProfile and Taggingò from the side ñSettingsò menu. It is recommended that all items 

be updated from ñPublicò to either ñFriendsò or ñOnly Me.ò Make sure to turn ñOnò each section 

under ñReviewingò so that any tag created with your name on it requires your review before being 

posted.

Under ñReviewing,ò you can also view your profile from the perspective of the public. Select ñView 

Asò next to ñReview what other people see on your profile.ò While reviewing your profile from the 

public perspective, take note of anything you want to lock down or delete, such as old profile 

pictures. 

In the ñLocationò section 

make sure Facebook 

shows your location as 

ñOff.ò You must also turn 

your location settings to 

ñOffò on each of your 

mobile devices to ensure 

your location data is not 

shared with Facebook. 

FACEBOOK
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The ñStoriesò function has 

become popular, so it is 

important to remember to lock it 

down. Luckily, Facebook has 

created a new feature that 

prohibits others from sharing 

your Stories. Select ñStoriesò 

from the Settings menu and set 

both ñSharing Optionsò to ñDonôt 

Allow.ò 

Now for the ñApps and Websitesò section. For security purposes, this section should have zero apps or 

websites listed. If there are any apps or websites listed, it means you have allowed them to log you in 

with your Facebook account or to share data between platforms.

If you have allowed apps or websites access to your Facebook account, you can remove and delete 

those accesses here. Make sure to check the ñActiveò and ñExpiredò section tabs at the top of this box. 

On the left side ñSettingsò menu select ñAds.ò This will 

take you to the ñAds Preferenceò section. Most 

important here is the ñAd Settingsò section. In this 

section you can manage where Facebook allows ads 

to pull information about you from. It is recommended 

that you do not allow Facebook to personalize ads for 

you on any account you may have linked to Facebook 

(which ideally should be none). Next in ñCategories 

used to reach youò it is recommended that you toggle 

each section to off so that Facebook ads cannot use 

your personal information to provide ads to you. In this 

same section it is also important to review the ñInterest 

Categoriesò and the ñOther Categories,ò both of which 

have additional information that can be limited. Now, 

select ñAudience-based advertisingò to review each 

advertiser that uses your information to generate ads. 

It is a best practice to go through each listed advertiser 

who is using your information. Select the advertiser 

then select the section under ñWhy are you in this 

advertiserôs audience?ò and select ñDonôt Allowò in 

each section where it is permitted (shown to the left 

highlighted in red). Finally, select ñAds shown off of 

Facebookò where it is recommended you select ñNot 

Allowedò to prevent advertisers from pushing ads to 

you while off Facebook. 

FACEBOOK
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Now that you have completed the ñSettingsò 

sections, letôs secure your personal profile 

information. From the ñHomeò screen, select 

your profile picture or username to take you to 

your profile page. Next, select ñAboutò on your 

profile page. You should go through each topic 

in the ñAboutò section and make sure the 

privacy settings are as secure as possible. 

You will see two update opportunities for each 

item: ñPrivacyò and ñEdit.ò For whom the 

information is seen by, it is recommended you 

choose ñOnly Meò as much as possible, and 

ñFriendsò as a second choice. When editing, 

remember to include the least amount of 

information possible wherever you can. You 

can leave some inputs blank but when you 

need to provide information, keep it vague. 

Next is the ñFriendsò section. Here, select 

the ellipsis button in the upper right corner of 

the section. Select ñEdit Privacyò and then 

adjust the settings in the pop-up box (see 

right). It is recommended setting all three 

options to ñOnly Me.ò 

The things you ñLikeò on Facebook can be 

analyzed to create an accurate profile of you. 

This information can be a lot more dangerous 

than you might imagine. In the ñAboutò 

section, scroll down to ñLikesò and you will be 

able to control who sees each category by 

selecting the ellipsis button to the right of each 

interest (e.g., sports, music). Select ñEdit 

Privacyò and set your ñLikes Privacyò icon to 

ñOnly Meò or ñFriendsò on each section. ñOnly 

Meò is the most secure choice and 

recommended whenever possible. 

Although you have enhanced the security of 

your ñLikesò categories, you will need to repeat 

the process in each section that is currently 

visible on your profile. If you do not want or 

need people to view what you ñLike,ò it is highly 

recommended that all topics be ñOnly Meò in 

order to prevent unknown users from gaining 

information about you. 

FACEBOOK
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INSTAGRAM
Å Do use caution when posting images and

videos of you or your family. Be aware of

your surroundings, to include identifiable

locations and any other personal security

vulnerabilities.

Å Do remember there are privacy concerns

when using your name and birthdate when

registering for free services, such as apps

and social media. It is not necessary to use

your real name or birthdate when creating

an account.

Å Do change your password periodically and

turn on Two-Factor Authentication to help

keep your account secure.

Å Donôt use geo-location tags ð Geo-tags 

that give your location pose a personal 

security risk. Although Instagram deletes 

metadata (including geo-tags) from photos 

during uploading, disabling them on your 

devices is good general safety practice. 

Å Donôt establish connections with people 

you do not know. Understand that people are

not always who they say they are online.

Å Donôt forget to remind family members to

take similar precautions with their accounts.

Their privacy and share settings can expose

your personal data.

Privacy Settings

It is highly recommended that you set 

your account to ñPrivate.ò

Select the ñMenuò icon located

at the top or the bottom of your screen. 

Select the first option, ñSettings,ò then 

select ñPrivacy.ò

At the top, youôll see the ñAccount 

Privacyò section, then toggle ñPrivate 

Accountò to ñOn.ò If you are on your 

computer, the ñSettingsò tab will be 

located under your profile icon in the 

top right.

In ñPrivacy Settings,ò you can update 

settings for ñComments,ò ñTags,ò 

ñMentions,ò etc.

23

Instagram now provides you with the ability to update your settings on either your 

mobile device or computer. It is important to note that while some settings are 

available only on your smart device and a few are only available on your computer, 

but security settings on mobile devices are typically more robust! Any device used 

to access Instagram should be checked. * Images are of iPhone (iOS)
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INSTAGRAM
Comment Controls

There are many useful 

features under the 

ñPrivacyò tab. First choose 

ñHidden Words,ò then 

adjust the settings under 

ñHide Offensive 

Comments.ò 

Especially for childrenôs or 

teenôs Instagram 

accounts, you may want to 

filter the kinds of feedback 

allowed on their posts. 

Here, you can block 

comments from certain 

people and filter out 

offensive comments 

including specific words 

you designate yourself. 

Sharing and Activity Status

You will also see ñActivity Status.ò This 

function allows users to see when you are 

active on Instagram. If you do not want 

users to know when you are active you can 

select ñActivity Statusò and toggle to ñOff.ò

In ñStory,ò identify the section titled 

ñSharing,ò toward the bottom of the page. 

Here you will be able to turn off the ñAllow 

Sharing as Messageò function, which 

allows others to share stories that you have 

posted. It is also recommended that you 

take a second to ensure the ñShare Your 

Story to Facebookò function is ñOff.ò 

24

87% of Instagram users are from outside of the US. Therefore, it is extremely 

important to vet your followers before you trust them with your profile. 
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INSTAGRAM

Tagging

Next, you want to make sure you are in full control of 

pictures of you that are online - for this, review the ñTagsò 

menu. From the ñPrivacyò menu, select ñPosts.ò For best 

security, identify ñAllow Tags Fromò and select ñNo One,ò 

which will allow no one to tag you in their photos. 

Alternatively, choose ñPeople You Follow.ò Also, under 

ñTagged Posts,ò ensure that ñManually Approve Tagsò is 

set to ñOn,ò or select this option and toggle it ñOn.ò

Additional Privacy Setting Considerations

The remaining items under the ñPrivacyò tab allow you to restrict, block, and mute Instagram 

accounts as you see fit.  

Once you have adjusted the ñPrivacyò settings on your mobile device, it is a good idea to 

check them on your computer application. Ensure your preferences have been updated and 

any unique settings reviewed and set accordingly.

25
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Security Settings

With your ñPrivacyò secured, the next important feature 

to address is ñSecurityò on your Instagram account. 

Saved Login Information 

Back under ñSettings,ò select ñSecurity,ò located under 

the ñPrivacyò section you just completed. First, select 

ñSaved Login Info,ò then ensure the toggle is set to 

ñOff.ò This way, if someone steals your device, they will 

not also have instant access to your Instagram account.

Two-Factor Authentication

ñNext, under ñSecurity,ò select ñTwo-Factor Authentication.ò It is recommended that you 

choose this function in order to better protect your account. On the following screen, select 

ñGet Started,ò then choose your preferred authentication method.

Adding Accounts

There is a function located in ñSettings" called ñAdd 

Account,ò where you can add unlimited additional 

accounts to your mobile device. For instance, a 

parent would be able to add a childôs account to theirs 

as a way of monitoring activity. Depending on the 

settings of the account, you may be able to access 

the added account without entering a password. 

INSTAGRAM
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The dangers of the ñAdd Accountò feature are significant for teenagers, who are less 

inclined to consider security. Only allow others you know and trust to ñAdd 

Account.ò You should not try to access your account on someone elseôs mobile 

device, and always remember to log out, especially when using a different device. 
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Access to Photos/Location

There is an option in the settings tab to deny Instagram having persistent access to all your 

photos. It is recommended you only allow Instagram access to the photos/videos on your 

device(s) at the time you want to upload them. It is also recommended that you turn your 

ñLocationò settings to ñNever.ò If not, it is strongly suggested you turn off ñPrecise Location.ò 

ñAllow Trackingò should also be turned off, so that youôre not being tracked across other apps 

and websites. (Android automatically defaults to turned off.)

INSTAGRAM

Google Photos

If you don't want your Instagram photos or videos to 

appear on Google, It is recommended you revoke access 

to third-party apps and websites and set your account to 

private. It may take time for these sites and Google to re-

index and remove the images, even if you delete your 

account. You can also contact the app that's displaying 

your photos on Google to expedite the process.

If your account is secured according to 

the recommendations in this card, it will 

show zero apps and websites registered.

27
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Contact Syncing

Back in the ñSettingsò menu, select ñAccountò then 

ñContacts Syncing.ò It is recommended that you 

deny Instagram permission to upload your contacts 

by turning ñOffò the ñConnect Contactsò option. 

Additional Account Setting Considerations

Another option in the ñAccountsò tab is the ñSharing to Other Appsò (or Linked Accounts) 

feature. Here you want to make sure you have not linked any of your social media accounts 

to Instagram. You can also use the ñAccounts Centerò to access the ñSharing to other Appsò 

setting.

ñPaymentsò feature allows you to add a payment method to your Instagram account for 

purchases made in the application. It is not advisable to store credit card or any other 

payment information on your account.

INSTAGRAM
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Instagram allows you to have more than one account loaded at a time. Talk to your 

kids about sharing their usernames and passwords with their friends. 
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Discoverability

Instagram (personal computer/web-based version) has a feature 

that allows it to push your profile to other users as ñsuggested users 

to follow.ò It is recommended you disable this feature. First, select 

the ñProfileò icon, then select the ñEdit Profileò button. Once there, 

scroll to the bottom of the page. *This feature can only be locked 

down on your computer application.*

Report, Mute, or Unfollow 

Instagram allows you to report or remove 

from your feed any offensive post you 

come across. 

Simply select the menu button at the top 

right corner of the post and select from the 

drop-down menu which option best 

applies to that post. You have options to 

ñReportò the offensive post, ñMuteò the 

account that posted it for a select period of 

time, or ñUnfollowò the person who posted 

it. When you report a post, Instagram will 

ask you for more information as to why 

you are reporting it, and then offer 

suggestions to improve your Instagram 

experience.

INSTAGRAM
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If someone is impersonating you on Instagramé 

Go to https://help.instagram.com/, then go to ñPrivacy and Safety Center,ò ñReport 

Something,ò and finally select ñImpersonation Accounts.ò



U
S

S
O

C
O

M
 S

M
A

R
T

C
A

R
D

S

OCT 2023 EDITION

Removing Profile from Tagged Content

Removing unwanted tagged photos/posts is important. If you have a profile that is ñPrivate,ò 

you are on the right track to controlling your online image. Understand that even if your profile 

is private, if you tag or comment on a post from a profile that is public, your tag or comment 

will be viewable to all.

To remove your profile from a tagged post, go back to your ñProfileò icon and select the 

ñTaggedò icon. Next, select the post you are tagged in that you wish to un-tag yourself from. 

Find and select the menu at the bottom of the post (shown to the left of the page by a red 

box,) then select ñPost Options.ò Next, you can ñRemove Me From Postò simply by selecting 

the link highlighted here in red. 

*This may not be available on all devices or the web-based version.*

INSTAGRAM
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If you still need help or have questions, you can always contact Instagram by: 

https://help.instagram.com/

contact/272476913194545?helpref=faq_content
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Open Source Tracking

A significant reason for locking down your Instagram Account is due to projects like ñThe 

Follower.ò The follower is a project by Dries Depoorter that uses open source cameras to 

track/find when and where you took an Instagram photo. The process he uses to do this is to 

first find open source cameras that are available to the general public, and record them with a 

software for a designated period of time. He then chooses locations on Instagram, like 

Wrigley field, that people have posted to Instagram. He then uses AI software to compare the 

Instagram photos with the recorded footage to see when and where you were there. 

INSTAGRAM
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Å Donôt use an email account which is 

associated with your personal banking, 

finances, or important accounts. Consider 

creating an email account specifically for 

LinkedIn. 

Å Donôt establish connections with people 

you do not know or trust. Not everyone is 

who they say they are.

Å Donôt link to/from or register/log in to your 

LinkedIn account using third party sites (e.g., 

Facebook, Twitter, etc.). Third party sites 

may aggregate and misuse your personal 

information and data.

Å Do review your connections often to ensure 

they are current and that you are not 

providing your information to individuals who 

do not need it. 

Å Do consider your profile picture. It is 

recommended that you dress in business 

attire and not in uniform. However, posting a 

profile picture is optional. 

Å Do ensure family members take similar 

precautions with their accounts. Their privacy 

and share settings can also expose your 

personal data (if youôre connected on the 

site).

LINKEDIN

Settings & Privacy

It is recommended that you 

routinely review visible personal 

information in your LinkedIn 

profile(s) to ensure your privacy.

To adjust settings, select ñMeò in 

the top right corner of the 

website. Select ñSettings & 

Privacyò > ñAccount 

Preferences.ò Under ñProfile 

Informationò > ñName, location, 

and industry.ò 

TIP: It is best practice to not 

include any previous names or 

maiden names on your current 

profile.  

32

LinkedIn is a social network and online platform intended to allow users to find 

business or career opportunities and connect with others. There is no guarantee that 

your personal data may not be accessed, disclosed, altered, or destroyed in the 

event of a breach of LinkedInôs physical, technical, or managerial safeguards.
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LINKEDIN
Site Preferences

Under ñSite Preferences,ò select ñPeople 

also viewedò.  

It is best to keep this setting on ñNoò 

unless you are actively searching for a 

job using LinkedIn, in which case, you 

can temporarily select ñYes.ò  

Once youôre finished, it is recommended 

to change this setting back to ñNo.ò

Syncing Options

Under ñSyncing options,ò select ñSync 

calendar.ò Remove all synced calendars 

or contact information if any are currently 

synced. Linking calendars or contacts 

could inadvertently reveal PII.

Account Management

Under ñAccount managementò it is 

recommended you do not transfer 

connections from other accounts.

Partners & Services

Under ñPartners & servicesò ensure you 

do not have any connected accounts.

33
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LINKEDIN
Account Access

Select ñMeò > ñSettings & Privacyò > ñSign in & 

security.ò Review emails and phone numbers 

associated with your account. One of the first 

things a hacker will do, aside from changing a 

password, is change the associated email 

address preventing the user from regaining 

access. Review ñWhere youôre signed inò to 

ensure there are no fraudulent active sessions. 

Activate ñTwo-step verificationò for additional 

security. 

Visibility of your Profile & 

Network

Select ñMeò > ñSettings & Privacyò > ñVisibility.ò 

Under ñProfile viewing options,ò it is recommended 

to select ñPrivate modeò. Under ñEdit your public 

profileò, it is recommended to turn public visibility 

off. Under ñWho can see or download your email 

address,ò select ñonly visible to meò for the tightest 

security and do not allow connections to download 

email addresses in their data export. It is not 

recommended to allow visibility of ñRepresenting 

your organization and interests.ò Under ñProfile 

visibility off LinkedIn,ò select ñNo.ò Under ñProfile 

discovery using email addressò and ñProfile 

discovery using phone number,ò it is recommended 

to select ñNobody.ò However, ñ2nd degree 

connectionsò may be selected while searching for 

employment. 

Visibility of your LinkedIn 

Activity

Under ñManage active status,ò it is 

recommended to choose ñYour connections 

onlyò since they are trusted. Under 

ñMentions or Tags,ò it is recommended to 

choose ñNo.ò Under ñFollowers,ò select 

ñYour connectionsò to prevent non-network 

individuals from viewing public updates.

34
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LINKEDIN
Who can reach you

Select ñMeò > ñSettings & Privacyò > 

ñCommunications.ò 

Under ñInvitations to connect,ò select ñOnly 

people who know your email address or 

appear in your óImported Contactsô list.ò  

Even though it is not recommended to import 

a contact list, this is the most secure option.  

Under ñMessages,ò select ñyesò to enable 

message request notifications and control 

incoming messages.

How LinkedIn uses your data

Select ñMeò > ñSettings & Privacyò > ñData 

privacy.ò Under ñManage your data and activityò 

you can review all changes made to your account 

since joining LinkedIn. It is a good idea to check 

this periodically to ensure unsolicited changes 

have not been introduced. Under ñSalary data on 

LinkedIn,ò it is not recommended to provide salary 

data. It is also not recommended to provide 

ñPersonal demographic information.ò Do not 

enable ñSocial, economic, and workplace 

research,ò this option allows LinkedIn to share 

your data with third-party partners.

Job seeking preferences

Under ñJob application settings,ò it is not 

recommended to upload a resume to LinkedIn. It 

is best to apply directly via the companyôs 

website. Under ñCommuter preferences,ò do not 

enter a complete address. 

Other applications

Under ñOther Applications,ò review 

ñPermitted servicesò and ñMicrosoft Wordò 

preferences. In these sections, youôll want to 

verify services have not been granted access 

to your LinkedIn profile or network data and 

that Microsoft Word does not have access to 

work experience descriptions.
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LINKEDIN
Advertising 

preferences

Select ñMeò > ñSettings & Privacyò 

> ñAdvertising Data.ò  

Under ñProfile data for 

personalizing adsò and ñInterest 

categories,ò select ñNoò to prevent 

LinkedIn from accessing profile 

information to personalize ads or 

job postings. 

Data collected on 

LinkedIn

Under ñData collected on LinkedIn,ò 

each subcategory collects data to 

personalize ads.

It is recommended to select ñNoò for 

each subcategory to deny LinkedIn 

the ability to use your personal 

information.  

Under ñEducation,ò ñJob 

information,ò and ñEmployerò 

deselect each category (there are 

multiple). 

Third-party data

Under ñThird-party data,ò select 

ñNoò under each subcategory to 

prevent LinkedIn from pushing 

personal information to or pulling 

personal information from other 

services.
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Profile

LinkedIn on Mobile Devices

Review your LinkedIn profile to ensure it is 

as ñgeneralò as possible, while still serving 

the purpose of the account. Select ñMeò > 

ñView Profile.ò Select the pencil icon in the 

upper right corner to edit your profile. It is 

not recommended to use photos of 

yourself for the profile or header photo.  

These are viewable by the public and 

present an unnecessary vulnerability. If 

using a personal picture, ensure it is 

visible only to ñConnections.ò  

Next, review how others see your profile 

by selecting the picture icon then your 

picture. Select ñVisibilityò located at the 

lower right of the pop-up box. It is 

recommended to select ñYour 

connectionsò for visibility. There is no need 

or requirement to add a phone number, 

birthdate, or address. Select ñSaveò to 

keep settings.

On iPhone: Select ñPostò at the bottom 

center of the screen, then under your 

name select the arrow on the dropdown 

menu.  From this menu, select 

ñConnections onlyò or ñGroup members.ò 

Then select ñAdvanced Settingsò to 

ñDisable comments on the post.ò

On Android: The process of locking down 

posts on an Android device is the same as 

on iPhone, except for ñAdvanced 

Settings.ò When selecting ñAdvanced 

Settings,ò set the toggle to ñOffò in order to 

disable comments on the post.

To remove a ñMentionò ï Select the òMoreòicon in the top right corner of a connection's post 

> Remove mention from the list of options > Remove. The post will no longer link to your profile.   

To remove a tag - Select the òTagòicon on the photo > Click the X icon next to the tag with your 

name to remove the tag.

LINKEDIN
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PINTEREST
Å Do use Two-Factor Authentication to 

protect all your information. Like all social 

media accounts, it is important to make sure 

your Pinterest account is as secure as 

possible. Two-Factor Authentication is one 

of the best ways to protect your information.

Å Do make sure your email is up to date! If 

Pinterest suspects nefarious activity on your 

Pinterest account, they will lock your 

account down and send your new password 

to the email address on file.

Å Do make your boards private once you 

create them so that they are not searchable 

by other Pinners.

Å Do monitor what your children are looking at 

on Pinterest. Pinterest does have 

inappropriate content that, if not specifically 

tagged as such, will not be flagged or 

removed by Pinterest.

Å Donôt put personal information on the title of 

your Pinterest boards. A lot of information can 

be obtained simply by reading a title (e.g., 

whether you have children, rent or own a 

home, marital status, etc.)

Your Profile

Since there arenôt many privacy 

settings to manage on Pinterest, 

it is especially important to 

ensure the ones they provide are 

locked down. In order to change 

your Pinterest settings on your 

PC, look to the top right of your 

screen and select ñSettingsò 

(three horizontal ellipses, or a 

down arrow). Once you are on 

the ñSettingsò page you will be 

able to go through each of the 

settings provided by Pinterest. 

First, letôs review the ñEdit 

Profileò page, which provides 

your basic information on 

Pinterest. It is recommended you 

avoid using your full name as 

your ñUsername,ò and instead 

use parts of your name or a 

nickname. It is also 

recommended leaving the ñBioò 

and ñLocationò sections blank. 

This information is not required. 

Select ñDoneò to save any 

changes.
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PINTEREST

Linking Accounts

The next few settings have to do with linking your other social media accounts to Pinterest. As 

always, we recommend that you do not link any other social media accounts to Pinterest. If 

someone gains access to one of your social media accounts, keeping them separate prevents 

an intruder from accessing all your other accounts. 

First, see the ñClaimò section. This option allows you to connect Instagram, Etsy, or YouTube 

accounts, with the purpose of gaining more popularity for your posts across all platforms. It is 

recommended you not ñClaimò these accounts. 

Account Settings

Next, let ôs review your ñAccount settings.ò Under 

ñAccount settingsò you will find options to change your 

email address and password, set your login options, 

and delete or deactivate your account in case you 

decide you no longer want to use Pinterest. 

It is recommended you always log in with a unique 

password used only for Pinterest, and that you never 

login via Facebook or Google. Ensure the toggles next 

to these options are set to ñOff.ò If you decide to 

deactivate your account or delete it altogether, follow 

the prompts after selecting the correct option. Select 

ñDoneò at the top to save your changes. 
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PINTEREST

Security

Now letôs visit the ñSecurityò section, which allows you options for better account security. 

The first section is for ñTwo-factor Authentication,ò which is strongly recommend you enable. 

Select the box next to ñRequire code at login,ò and you will have the option of having a code 

sent to your mobile device that you will need to enter when you log in - a new code will be 

sent each time you log in. 

Under ñTwo-factor Authentication,ò you will see ñConnected devices.ò Select ñShow 

sessionsò in this section and you will be provided the opportunity to ñEnd Activityò for all 

sessions that may seem suspicious or are not needed.

Privacy and Data Settings

Next, continue down the screen to find ñPrivacy & dataò and review the settings. First, you will 

see ñ@Mentions,ò which allows other Pinterest users to mention you in their comments and 

pins. It is recommended that this function be turned off or that ñOnly people you followò be 

allowed to mention your name. 

You will also see ñSearch Privacy,ò which, left unchecked will allow your account to be 

searchable on Google. It is recommended you make your account private by checking the 

box next to ñSearch Privacy.ò

Next, look at ñPersonalizationò and review the list beneath it. These settings allow Pinterest to 

collect information about you in order to personalize ads and other content for you. It is 

recommended leaving all boxes in this section unchecked. 
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PINTEREST

Visible Content

Everything that you ñPinò is public. Everyone, not just your 

followers, can see your profile and what you pin. Pinterest 

has no means of limiting the visibility of your ñPinsò or your 

ñCommentsò like most other social media platforms provide 

(unless you make them ñSecret,ò which is discussed next). 

There is only one way to ensure full control over your 

ñBoardsò and ñPins,ò which is by setting them to ñSecret.ò 

When you use this feature, no one can see your content 

unless you specifically invite them. It is recommended you 

consider setting some or all of your ñBoardsò to ñSecretò in 

order to limit the amount of information someone can 

gather about you.

Third-Party Applications

Finally, the ñAppsò section allows you 

to disconnect any third-party apps you 

might have linked to your account. 

Again, it is recommended keeping all 

accounts separate for the best 

security. If you were to lose your 

mobile device or computer, you do not 

want someone to have full access to 

all your accounts, including Pinterest. 

If there are any apps listed in this 

section, it is recommended you delete 

them.

To create a ñSecret Board,ò select your ñProfile 

Iconò in the top right corner of the page. Then 

select the ñ+ò icon to create a new ñBoard.ò 

Name the board and set the toggle next to 

ñKeep this board secretò to ñOn.ò Select the 

ñCreateò button. Only the creator of the ñSecret 

Boardò has control over its features and with 

whom content is shared. You must invite 

ñCollaboratorsò via email in order for others to 

see the content. When you ñPinò content to a 

ñSecret Board,ò the ñPinsò are also private. 

In order to change a ñpublicò board to a ñSecret 

boardò simply open the board you wish to 

change, then select the three dots next to the 

board title. From the drop down select ñEdit 

board.ò Scroll down to select ñKeep this board 

secretò then hit ñDone.ò
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PINTEREST

Edit Board Privacy

Select the ñBoardò you want to make 

private, then select the ñMenuò icon 

or the ellipse at the top right of the 

screen. Select ñEdit,ò then scroll 

down to ñKeep board secret,ò and set 

the toggle to ñOn.ò To save your 

changes, select the ñDoneò button at 

the top right of the screen.

Security and Privacy Settings

On your mobile device, you will begin at your ñProfileò screen by selecting the ñProfileò icon at 

the bottom right of the screen or locating your ñProfile Pictureò on the page. Then select the 

ñSettingsò icon at the top right. The ñEdit profileò and ñAccount settingsò are the same as the 

computer version. 

However, the ñPrivacy & dataò section is a little different on the mobile version. If you select 

ñPrivacy & data,ò check ñStore your contactsò and ensure the toggle is set to ñOff.ò 

Additionally, make sure all your privacy settings are set the way you want them, in case the 

settings you chose via computer did not transfer to the mobile app.
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Account Settings

Once at your Reddit 

Homepage, at the top-

right, you can click a 

dropdown box as 

highlighted in red to the 

left. Once there you can 

go to ñUser Settingsò 

which will bring you to 

your ñAccount.ò Once 

here you can edit your 

email address, or your 

Apple and Google 

account if you signed up 

using those. You can 

also ñDeactivateò your 

account from this page.

REDDIT
Å Do use caution when posting images and

videos of you or your family. Be aware of

your surroundings, to include identifiable

locations and any other personal security

vulnerabilities.

Å Do remember there are privacy concerns

when using your email or connecting other 

accounts when registering for free services, 

such as apps and social media. 

Å Do change your password periodically and

turn on Two-Factor Authentication to help

keep your account secure.

Å Donôt post anything in Reddit that you 

wouldnôt want seen by the general public.

Å Donôt establish connections with people or 

communities you do not know or trust. 

Understand that people are not always who 

they say they are online.

Å Donôt forget to remind family members to

take similar precautions with their accounts.

Their privacy and share settings can expose

your personal data.
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Reddit is an American social news aggregation, web content rating, and discussion website. 

Registered members submit content to the site such as links, text posts, images, and videos, 

which are then voted up or down by other members. Posts are organized by subject into user-

created boards called "communities" or "subreddits," which cover topics such as news, politics, 

religion, science, movies, video games, music, books, sports, fitness, cooking, pets, and image-

sharing. 
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Customize Profile

Here, you can edit personal information that 

is displayed to the public when using your 

Reddit account. Such as your ñDisplay 

nameò and ñAbout,ò can be edited. It's 

recommended you donôt put anything overtly 

personal in these sections. Youôre also able 

to adjust if your account is an ñNSFWò 

account, depending on the type of content 

you post.

REDDIT

Safety & Privacy

After navigating to ñSafety & Privacy,ò you 

can edit ñCollapse potentially disruptive 

comments.ò It's recommended that this is 

set to ñHigh.ò You can also adjust your 

privacy, and turn off ads, location and 

activity. It's recommended that you turn all 

of these off. It's recommended that you turn 

on ñtwo-factor authentication.ò

44



U
S

S
O

C
O

M
 S

M
A

R
T

C
A

R
D

S

OCT 2023 EDITION

Feed Settings

Here you can enable/disable ñAdult 

Content.ò If you choose to leave it 

enabled, it's recommended that you 

turn on ñSafe browsing mode,ò that 

way the content is blurred before 

you open it.

REDDIT

Chat & Messaging

Under ñChat & 

Messaging,ò you can 

control ñWho can send 

you chat requestsò and 

ñWho can send you 

private messages.ò 

It's recommended that 

you set this to ñNobody,ò 

as you can always add 

users to ñApproved 

Usersò or ñInvite 

someone to chatò using a 

link.

Phone Settings

As annotated by numbers 1 ï 4 to the left, 

shows how to access your settings via 

mobile phone (Apple/Android). Here you 

can control the same settings as you 

would via the PC version by scrolling 

down once you reach number 4.

1

4
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SIGNAL
Å Do set up privacy and security settings on 

Signal and help your family do the same.

Å Do be cautious when updating your about 

me information, as everyone will be able to 

see it.

Å Do change your pin periodically and ensure 

you remember it so you donôt get locked out.

Å Donôt send anything compromising over 

any social media or Internet-based 

tool/application.

Å Donôt establish connections with people 

you do not know. Understand that people are

not always who they say they are online.

Account and Linked Devices

When in your ñSettings,ò navigate down to ñAccount.ò Here you can ñChange your PINò and 

ñAdvanced PIN Settings.ò If you need to disable your pin, you can do so under the ñAdvanced 

PIN Settings.ò It is recommended that you enable ñPIN Remindersò and ñRegistration Lock.ò  

You can also go to ñLinked Devicesò if you have Signal on any other devices and want to link 

your account to them.
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Signal is an independent nonprofit. Theyôre not tied to any major tech companies, 

and claim they cant be acquired by one either. Development is supported by grants 

and donations from independent persons. 
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Chats, Privacy & App Security

Under ñChats,ò you can edit the settings to ñGenerate Link Previews,ò ñShare Contact with iOS,ò 

and ñUse System Contact Photos.ò It isnôt recommended that you share contacts or use system 

contact photos. Under the ñPrivacyò tab, you can change the ñScreen Lockò and ñScreen Lock 

Timeout.ò It is recommended that you have it set to ñInstant.ò If you continue to scroll down while 

still under the ñPrivacyò tab, you will reach the ñAdvancedò settings. Here you can adjust the 

settings as necessary. 

SIGNAL
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