
SECURITY GUIDELINES FOR CHRISTIAN MISSIONARIES

DIGITAL SECURITY
• Use strong, unique passwords for ministry accounts and devices.
• Enable two-factor authentication (2FA) for email, banking, and apps.
• Use VPN (e.g., Mullvad, ProtonVPN) in hostile regions.
• Avoid posting location-sensitive content or missionary activities.
• Disable location tracking on all mobile apps.
• Communicate via Signal or ProtonMail when appropriate.

PHYSICAL SECURITY
• Secure sensitive materials in locked containers.
• Don’t leave electronics unattended.
• Have cover stories ready for local inquiries.
• Build a trusted local contact network.
• Review and rehearse evacuation plans often.

PHISHING SPOTTER SHEET
• Avoid using ministry-specific terms online.
• Don’t click suspicious links or download unknown attachments.
• Confirm sender details and hover over links before clicking.

FIELD EVACUATION QUICK PLAN
• Triggers: persecution, unrest, detainment, disasters.
• Rally Points: Pre-designated safe house and embassy.
• Go Bag: Passport, local/foreign currency, meds, encrypted USB, ID.

TOP 5 SECURITY PRINCIPLES
1. Cover wisely (e.g., teacher, volunteer).
2. Protect your digital footprint.
3. Stay situationally aware.
4. Prioritize local believer safety.
5. Always have a go-plan.
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